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PREFACE

The Engineering Design Handbook Series of the US Army Materiel Development
and Readiness Command is a coordinated series containing basic information and
fundamental data useful in the design and development of Army materiel and
systems. The handbooks are authoritative reference books of practical information
and quantitative facts helpful in the design and development of Army materiel. The
purpose of this particular Handbook is to take the wealth of information ac-
cumulated by the Army over a period of years on the subject of electromagnetic
compatibility and make this information available to the designer.

In support of the design information, the Handbook contains discussion ol elec-
tromagnetic field coupling mechanisms, nonlinear circuit effects, and statistical con-
cepts necessary to an understanding of the phenomena involved. To some extent the
Handbook can be considered to be an update of the Interference Reduction Guide
prepared by Filtron Co,, Inc., in 1964 for the US Army Electronics Laboratories.
Much of that material which is of current value has been retained in this document
although rearranged in many places and extensively edited.

The Handbook on Electromagnetic Compatibility was prepared at the University
of Pennsylvania, Philadelphia, PA, for the Engineering Handbook Office, Research
Triangle Institute, Research Triangle Park, NC. Contributing authors included: R.
M. Showers, F. Haber, R. S. Berkowitz, J. B. Butler, and L. Forrest, Jr. Sachs-
Freeman Associates, Hyattsville, MD, assisted with Chapter 6. Technical guidance
was provided by a committee with representatives from the US Army Electronics
Command, Ft. Monmouth, NJ; US Army Aviation Systems Command, St. Louis,
MO; Picatinny Arsenal, Dover, NJ; US Army Tank-Automotive Command,
Warren, MI; and US Army Missile Command, Redstone Arsenal, AL. Members of
this committee were: Mr. J.J. O’Neil, Chairman; Mr. John Snyder; Mr. A. Grinoch;
Mr. Benjamin Ciocan; Mr. Leon Riley; and Mr. Basil L. DeNardi.

The Engineering Design Handbooks fall into two basic categories, those approved
for release and sale, and those classified for security reasons. The US Army Materiel
Development and Readiness Command policy is to release these Engincering Design
Handbooks in accordance with current DOD Directive 7230.7, dated 18 September
1973. All unclassified Handbooks can be obtained from the National Technical In-
formation Service (NTIS). Procedures for acquiring these Handbooks follow:

a. All Department of Army activities having need for the Handbooks must sub-
mit their request on an official requisition form (DA Form 17, dated Jan 70) directly

to:
Commander

Letterkenny Army Depot
ATTN: AMXLE-ATD
Chambersburg, PA 17201

(Requests for classified documents must be submitted, with appropriate **Need to
Know” justification, to Letterkenny Army Depot.) DA activities will not requisition
Handbooks for further free distribution.

b. All other requestors, DOD, Navy, Air Force, Marine Corps, nonmilitary
Government agencies, contractors, private industry, individuals, universities, and
others must purchase these Handbooks from:

National Technical Information Service
Department of Commerce
Springfield, VA 22151
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Classified documents may be released on a “Need to Know” basis verified by an of-
ficial Department of Army representative and processed from Defense Documenta-
tion Center (DDC), ATTN: DDC-TSR, Cameron Station, Alexandria, VA 22314,

Comments and suggestions on this Handbook are welcome and should be ad-
dressed to:

Commander

US Army Materiel Development and
Readiness Command

Alexandria, VA 22333

(DA Forms 2028, Recommended Changes to Publications, which are available
through normal publications supply channels, may be used for comments/
suggestions.)
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CHAPTER 1
INTRODUCTION

1-1 BACKGROUND INFORMATION

The development of devices utilizing electrical or
electromagnetic phenomena in their operation has
been so extensive that few components or systems
used for military or civilian purposes exist that do not
depend upon them. However, the very nature of the
properties associated with the phenomena which en-
able them to perform their purposes may also pro-
duce undesired effects on other equipment having dif-
ferent purposes. Thus, radio signal F, (see Fig. 1-1)
which serves to provide communications to receiver
R, is quite capable of degrading the response of re-
ceiver R, to signal F,. In a similar way, electrical cir-
cuits in industrial applications W may degrade near-
by receivers either directly by radiation E;, E,, by
conduction along a common power line I, or by com-
bined conduction and then radiation E;. Magnetic in-
ductive coupling between a signal line and a power
line is represented by H. Other examples are:

a. Effects produced by an electrical system of a ve-
hicle on nearby communications and in the same ve-
hicle

b. Mutual interaction of two geographically close
radars

c. Undesired interaction of receivers and trans-
mitters due to spurious outputs or responses

d. Failure of computer or control equipment be-
cause of power line harmonics or switching tran-
sients.

These undesired interactions can take place at all
levels; i.e., between systems, between subsystems of
the same system, between equipments in the same
subsystem and between components in the same
“black box™.

§CPDWER

Figure 1-1. Forms of Interference Coupling

In some cases the causes of system degradation can
be recognized and distinguished readily as in the case
of ignition or continuous wave interference with am-
plitude modulated radio or television transmissions.
In other cases, such as in control circuits, it may be
much more difficult to identify the cause of a system
failure.

Electromagnetic Compatibility (EMC) is the abili-
ty of C-E equipments, subsystems, and systems to
operate in their intended operational environments
without suffering or causing unacceptable degrada-
tion because of unintentional electromagnetic radia-
tion or response.

Electromagnetic Interference (EMI) is the phe-
nomenon resulting when electromagnetic energy
causes unacceptable or undesirable responses, mal-
function, degradation, or interruption of the in-
tended operation of electronic equipment, subsystem
or system. The term radio noise is reserved for
emanations other than signals.

The rapid advance of technology has increased not
only the number of electrical equipments, but also
their complexity. Thus, the effectiveness of per-
forming almost any single ultimate function is now
usually dependent on the efficient performance of
many other functions. Increasing density of equip-
ments to perform these functions greatly increases the
possibility of degradation in performance by un-
desired electromagnetic interactions,

Examples of recent technological developments
which have increased the possibility of interactions
include:

a. Miniature and integrated circuits which result in
high component packing densities

b. Increased component susceptibility because of
higher sensitivity

c. Use of wider bandwidths in equipment design.

Possible consequences of performance degrada-
tions caused by electromagnetic interference include:
. Mission abort
. Message inaccuracies
. Message repeats or delays
. Navigational errors
. Failure of logistic support

Reduction of system availability
. Movement surveillance under combat
ditions.

O An oe

con-

o=

1-1
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1-2 THE SIGNAL CONCEPT
OF EMC

One can consider that all instances of electomag-
netic incompatibility result in the degradation of the
ability of a system to transmit information from one
intended point to another as shown on Fig. 1-2. An
information source generates a message which is then
encoded in some convenient form for transmission
through a suitable medium. After transmission, the
signal is received at some other point where the mes-
sage is decoded and forwarded to the end user which
may be either a human being or some device. This
representation is characteristic of the usual com-
munication system in which the signal channel is
either a path through which a radio wave propagates
— such as the troposphere or ionosphere surround-
ing the earth, or a pair of wires such as in telephone
transmission, or a coaxial cable as in closed circuit
television — and normally is the place at which inter-
ference is coupled into the system. Also shown is how
interference can enter into the system at other places
— such as at the information source, the encoder, or
decoder — depending on the nature of the inter-
ference source and its location. Fig. 1-2 also can
represent a control system except that a feedback
loop (not shown) from destination to information
source is required.

1-3 ELECTROMAGNETIC
INTERFERENCE CONTROL

[n order to control electromagnetic interference,
the various possible electromagnetic interactions
must be clearly understood. As previously illustrat-
ed, the “‘coupling” may be by way of many different
paths and include such phenomena as conduction, in-
duction, and radiation. These phenomena them-

selves are relatively easy to understand when the con-
figurations are simple and all the parameters are
known. However, configurations are seldom simple
and, as a result, the interactions are usually quite
complex. Furthermore, analysis often must be car-
ried out under conditions in which there is consider-
able uncertainty as to the values of the various para-
meters involved.

Techniques for dealing with these interactions have
been studied explicitly for more than 35 yr. Data have
been compiled on emmission characteristics of
various equipments capable of producing inter-
ference voltages, on the susceptibility of sensitive
equipments, and on the coupling factors between
them. Methods of controlling these interactions by
(a) suppression of interference generating mecha-
nisms at the source, (b) reduction of coupling by elec-
trical filtering, shielding, circuit separation, and other
wiring techniques, and (c) reduction of susceptibility
by circuit linearization, filtering, and circuit design
techniques have been documented. Methods of ef-
ficiently examining potentially interfering situations
by modeling and computer analysis also have been
developed. In recent years it has been clear that a
need exists for bringing most of this information to-
gether and organizing it to make it readily accessible
to the design engineer and others concerned with
electromagnetic compatibility problems.

1-4 PURPOSE OF HANDBOOK

The purpose of this handbook is to assemble in-
formation pertinent to the establishment of a condi-
tion of electromagnetic compatibility for any equip-
ment or system, with itself, and with the environ-
ment in which it is to be placed when performing its
designated function, and to define procedures to as-
sure that an optimum design is obtained. The major

*
(1) M (1)
M(t) S(t) CORRUPTED CORRUPTED
l SIGNAL MESSAGE
INFORMATION o ENCODER- S SIGNAL _l DECODER- 1 STINAT
SOURCE ; TRANSMITTER CHANNEL » RECEIVER > DE 1N

1
? ’ ! :
' 4 i !
i i I | i
bemmm ot oo e INTERFERENCE |----=---- !

Figure 1-2. Communication System and Its Environment
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emphasis is on those aspects of the problem of in-
terest to the equipment design engineer and the
system engineer. Special attention is paid to the early
stages of development when EMI problems can be
solved in an efficient way.

The handbook also will be of use to engineers con-
cerned with assuring the compatibility of equipment
with its environment after installation.

1-5 SCOPE OF HANDBOOK

Material included in this handbook is of general
and specific interest to the US Army. It pertains to
Army equipments used in the active battlefield areas
as well as in support areas in an otherwise civilian en-
vironment. The treatment includes a review of funda-
mental electrical science and engineering phenom-
ena, an understanding of which is required for appli-
cation of design processes for achieving electromag-
netic compatibility. The interactions involved are
those which can result in either temporary or per-
manent degradation of performance of such equip-
ment. Hazards resulting from exposure of biological
materials and of munitions to electromagnetic radia-
tion are treated elsewhere (Ref. 1) as are effects of the
electromagnetic pulse (EMP) (Refs. 2, 3, and 4).

The major effort is directed toward the equipment
and subsystem level, i.e., the design and installation
of equipment or subsystem to perform specific func-
tions within systems and which must be compatible
with themselves as well as compatible with nearby lo-
cated equipment, subsystems, or systems.

Interactions will be considered that occur between
equipments and subsystems which are located no
further apart than several miles. The frequency range
covered is from 30 Hz to 30 GHz, although in some
cases the effects of constant magnetic fields will be
considered.

1-6 ORGANIZATION AND USE

1-6.1 ORGANIZATION

The material in this handbook is organized in ac-
cordance with the outline that follows. For details,
consult the table of contents.

Chapter 1-Introduction

Chapter 2-EMC/EMI Requirements and Proce-
dures. General background information is supplied
on the philosophy of EMC control procedures as
they have been developed in the past, with emphasis
upon the particular characteristics of specific en-
vironments. Methods of implementing various types
of EMC control programs are discussed. Specific
topics include:

a. Signal environment classification

b. Approaches used by various organizations

c. Specifications

d. EMC program organization.

Chapter 3-EMC Phenomena and Analysis. A de-
tailed discussion of the various elements that enter
into the analysis of electromagnetic compatibility in-
teractions is presented. This chapter gives informa-
tion on the basic phenomena involved in such form
that quantitative analysis can be carried out with the
highest possible accuracy. Included are:

a. Source models:

(1) Conducted and radiated

(2) Narrowband and broadband
b. Source characteristics:

(1) Natural

(2) Man-made
c. Susceptibility:

(1) Admission mechanisms

(2) Masking and error induction
d. Coupling phenomena:

(1) Induction field

(2) Radiation field

(3) Conduction

(4) Grounding.

Chapter 4-EMC/EMTI Design Techniques. Practical
aspects of EMC/EMI control are treated in detail
with quantitative data on the various methods of re-
ducing interactions. The chapter makes reference to
basic models and data given in Chapter 3. Topics
considered are:

a. Emission control

b. Susceptibility control

¢. Coupling control

d. Filters

e. Wiring and cabling

f. Shielding

g. Grounding and bonding.

Chapter 5-Applications to Specific Devices. Electro-
magnetic interference and control characteristics of
specific equipments in electrical and electronic cate-
gories are discussed. In the power category emission
is emphasized, while electronic equipments are dis-
cussed both from an emission and susceptibility
standpoint. Cross-references are made to earlier por-
tions of the handbook. Paragraph headings include:
. Rotating electrical machines
. Power distribution
Power control
. Electronic power supplies
Vehicles and other engine driven equipment
Receivers
Transmitters
. Radar equipment
Antenna interaction control
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j- Infrared equipment

k. Aircraft

. Aerospace ground equipment

m. Special circuit considerations

n. Telemetering.

Chapter 6-Systematic Prediction and Analysis. This
chapter presents a discussion of analysis and EMC
prediction techniques with particular reference to
large and complex configurations. The evaluation of
the wide variety of possible interactions, and the ef-
fects on circuits of multiple parameter variations,
generally requires the use of a large scale digital com-
puter. The chapter describes how methods used can
be classified and presents a description of the major
models. The information is presented in a fashion to
enable the user to select the appropriate method.
Included are:

a. Intrasystem vs intersystem evaluation

b. Data files

¢. Application of data files and models

d. Description of programs

e. Model utilization.

‘Chapter 7-Measurements. The applications of var-
ious types of measurement equipment and as-
sociated test techniques to achieve EMC are dis-
cussed. Limitations due to uncertainty factors in ap-
plications are described. Techniques which will find
general usefulness in the laboratory in the early stages
of equipment development are covered, along with
techniques specially designed for measurements ac-
cording to specifications. Included are:

a. Test requirements

b. Instrumentation

c. Test facilities

d. Measurement techniques

e. EMC test facilities.

1-6.2 USE OF HANDBOOK

This handbook is organized for use by engineers
representing a wide variety of technical experience.
Generally, it assumes the reader has, as a minimum,
the equivalent of a Bachelor’s degree in Electrical En-
gineering, but other persons with experience in
specialized aspects of EMC will find it useful.

If one is specifically concerned with a given type of
equipment, it is best to start with the appropriate dis-
cussion in Chapter 5. The engineer concerned with
circuit development will find Chapter 4 the most use-
ful, while one concerned with early development
stages of a given equipment or system should make
extensive reference to Chapter 2.

The index at the end of the handbook provides im-
mediate identification of all elements in the hand-
book which pertain to particular compatibility prob-
lems.

Other general and specific handbooks and manuals
are available which the reader may find useful in cer-
tain applications. These are Refs, 5 to 12.
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CHAPTER 2
EMC/EMI REQUIREMENTS & PROCEDURES

2-1 INTRODUCTION

This chaper is concerned with the general concepts
underlying the procedures for controlling electro-
magnetic interference and achieving electromagnetic
compatibility in Department of the Army and re-
lated programs, and provides detailed information on
procedures to be used. The importance of the system
viewpoint is emphasized, but the viewpoint of the
subsystem/equipment designer is treated also.

2-2 THE ELECTROMAGNETIC
ENVIRONMENT

Contributors to the electromagnetic environment
can be divided into three main classes: (1) natural
radio noise, (2) signals which are generated pur-
posely to convey information, and (3) spectral com-
ponents generated incidentally to the functioning of
various electrical and electronic devices, and general-
ly classed as man-made noise.

2-2.1 THE NATURAL RADIO-NOISE
ENVIRONMENT

Natural radio noise originates in atmospheric dis-
turbances and varies with location on the surface of
the earth, time of day, and time of year. Usually the
level varies only slowly with position in a given geo-
graphical area, and at frequencies in the VHF range
and below it provides a background level which sets
the maximum useful sensitivity of a receiver. Meth-
ods of estimating the expected level are discussed in
par. 3-1.2.2.

2-2.2 THE MAN-MADE NOISE
ENVIRONMENT

2-2.2.1 Noise Levels

Individual contributors to man-made (incidental)
noise are discussed in detail in Chapter 3. Since most
sources are significant only in their immediate vi-
cinity, this environmental level can be expected to
vary rapidly with distance. However, studies have
shown that the expected level can be related to the
population density in the surrounding area. Fig. 2-1
shows levels published by the Department of Com-
merce (Ref. 1) which show a difference between ur-
ban and rural areas of about 18 dB. The quantity F,,
called the noise factor, is defined by Eq. 3-19.

2-2.2.2 Intrasystem and

Intersystem Compatibility

A special type of man-made noise environment is
that created by various parts of a single electronic
system. As discussed in Chapter 1, in most electrical
and electronic systems, one part of a system may
create a “*hostile” environment for another part. This
concept of intrasystem compatibility can be dis-
tinguished clearly from intersystem compatibility in-
volving interactions between antennas of systems
widely separated geographically.

In many cases the distinction is not so clear cut, es-
pecially where different systems are located close to-
gether physically, and indeed where such systems —
such as radar, navigation, and communications —
can be considered to be parts of a larger system, e.g.,
an aircraft which carries these systems. The relation-
ships are illustrated on Fig. 2-2 in which intersystem
interactions are illustrated with solid lines, while in-
trasystem interactions are shown dotted. At the
higher “‘system’” levels undesired coupling usually in-
volves a highly sensitive antenna or transmission line
and the coupling is by radiation. At the lower intra-
system levels the coupling is between cabinets or
cables, or indeed between circuit elements by con-
duction or induction.

At the lowest circuit levels, relatively simple func-
tions are performed. Criteria for determining the ef-
fectiveness with which the interactions take place are
relatively easy to establish in terms of subsystem
operational requirements, As one moves up the
system ‘“‘hierarchy”, it becomes more difficult to es-
tablish firm criteria for performance because the
function performed becomes more complex and it
becomes increasingly difficult to control, or even to
predict, the significant environmental conditions.

At the equipment level and below, usually it is pos-
sible to isolate any device from uncontrollable factors
of the environment. This renders the design problem
essentially deterministic; it is that of providing the re-
quired number of noninteracting (intrasystem com-
patible) communication paths of adequate relia-
bility, and doing so at a minimum cost. Trade-offs
can be definitive, and results can be evaluated reason-
ably well. At the upper levels, one must consider the
natural and signal environments in which the system
operates which are less controllable, so that it is

2-1
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Figure 2-2. Model of System and Its Enviornment

necessary to formulate a statistical design, using sta-
. tistical trade-off relationships. Thus, to do an ade-
quate job of intersystem compatibility engineering, it
is necessary to anticipate and describe the variable as-
pects of the interaction with the electromagnetic en-
vironment in which the system wil! be expected to
operate, as illustrated on Fig. 2-2 with solid arrows.

2-2.3 THE SIGNAL ENVIRONMENT

Radio signals are the strongest components of the
electromagnetic environment in almost any location.
In contrast to natural and incidental radio noise, they
occupy relatively narrow segments of the radio spec-
trum. For a given receiver, since only one of the sig-

nals is the desired signal at a particular time, the
others are potential sources of interference, es-
pecially those of high signal strength or those located
close to the desired signal in frequency.

Rough estimates of the field strength £ due to a
transmitter at a distance r meters can be made using
the free-space transmission formula (see Eq. 3-145).

N

E =~—"' v/m

(2-1)

r
where
P, =total radiated output power, W
G, = transmitting antenna gain, dimensionless

4

2-3



DARCOM-P 706-410

Fig. 2-3 shows the variation of field strength with r
for constant values of P,G,.

In using Eq. 2-1, the reader is cautioned that the
rate of fall-off of £ with distance may be greater or
less depending on propagation conditions, see par. 3-
3.2

The signal environment in which military equip-
ment and systems operate consists of two major ele-
ments, the military part and the nonmilitary part.
The military part is created by the overall military
system and thus can be controlled to a large extent.
The nonmilitary is characteristic of the area and only
limited control may be exercised over it.

2-2.3.1 Nonmilitary Signal
Environments
Any environmental classification scheme must be
considered to be partially conceptual, rather than ab-
solute, since as one moves physically from one lo-

cation to another, characteristics change gradually.
However enough areas can be classified distinctly as
one type or another to make classification useful. In
this category we classify environments as rural, resi-
dential, commercial, industrial, and urban on the pre-
sumption that man-made radio noise levels will in-
crease significantly as we pass from one to the other.

Rural areas can be considered to have a popula-
tion density less than 500 persons per square mile
and, except for isolated instances, are at least 25 miles
from fixed transmitters having more than a kilowatt
of output power. They have no substantial industrial
activity. Radio-noise levels are determined by at-
mospheric noise levels except in the immediate vi-
cinity of high voltage power lines, electric fences, or
heavily travelled roads. Radio signals of all kinds are
at relatively low levels and the ability to receive de-
sired signals generally is limited more by low signal
strengths than by interference from undesired signals.

T T T7T1VTTH | T
P, = total radiated output power, W

N a
h't = transmitting antenna gain, dmls
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At the other extreme, urban areas are characterized
by high population densities, which may range from
15,000 to more than 70,000 persons per square mile,
and relatively high ambient noise levels due to nu-
merous industrial and commercial area as well as
densely populated residential areas. In the VHF and
UHF bands, local ignition interference can be of con-
siderable importance. Broadcast signals, because of
their local origin, are usually relatively strong and the
signal strengths in the vicinity of the antenna towers
can be very large. In the VHF and UHF bands, how-
ever, the effects of tall buildings may cause serious re-
flections which will degrade performance locally and
distort normal field strength contours.

2-2.3.2 Military Environments

This classification includes environments which are
characteristic of peace-time operations as well as
operations which are likely to be found only under
conditions of conflict.

2-2.3.2.1 Ground Station

This classification includes a typical Army post. Tt
usually includes an array of transmitters having a
wide range of output power and corresponding
receivers. In some cases, particularly at HF where
high power may be used, receiving antennas are sepa-
rated from transmitting antennas by distances of the
order of miles in order to avoid interaction.

At VHF and UHF, line-of-sight multichannel links
use low power (a few watts) and may use the same re-
flector for transmission and reception, and reflectors
for separate links may be mounted on the same
tower. Troposcatter links use high power with a high-
ly directional antenna which may be used for both
transmitting and receiving. Furthermore, high pow-
ered radars may be located on the site. Frequently
such sites have industrial types of equipment in use.

2-2.3.2.2 Battlefield

In the battlefield environment, radio communi-
cations provide the principal means of exercising
command and control. At the same time, radar,
special weapons systems, and telemetry units are ex-
pected to function with a high degree of reliability.

A theater army area of operations may have tens of
thousands of emitters of electromagnetic energy or-
ganized into many radio nets. The tactical situation
determines the land mass occupied by this army, and
expansion or contraction of the area will increase or
decrease the interference level together with the de-
sired signal strength.

The relatively dense concentration of emitters, as
well as the possibility of intentional jamming, makes

it essential that incidental equipment noise be as low
as possible in order to enhance transmission quality
and minimize adjacent channel and other spurious
emission interference.

The heavy demand for radio frequencies makes it
necessary to use the same frequency simultaneously
in various nets. To prevent co-channel and adjacent
channel interference, a trained frequency manage-
ment officer assigns frequencies on a priority basis,
utilizing data on geography, restrictions on time
usage, power, bandwidths, and types of antennas.
(See DA Pamphlet No. 105.2* and ST 24-2-1 for
details, Ref. 2).

2-2.3.2.3 Ship and Aircraft

In many respects these environments are similar to
that of the ground station. A principal difference is
one of scale. Although very large ships can be con-
sidered to be a complete ground station on a mobile
platform, the largest Army watercraft are likely to
carry typical radar and communications equipment.
Since antennas and various items of electrical equip-
ment are in permanent locations, to some extent the
installation can be designed to optimize the compati-
bility situation. However, the flexibility available is
small and the consequences of any signal de-
gradation whatsoever are likely to be serious. Below
steel decks or within an aircraft fuselage, one has
good examples of what are usually defined as intra-
system compatibility problems. In these locations po-
tentially interacting equipments and their cables may
be in close proximity, and antenna coupling is almost
nonexistent. Above decks or external to the fuselage,
both types of interaction are possible.

2-2.3.24 Missile

This item is placed in a unique classification
because of the fact that it must operate with high re-
liability through rapidly changing external environ-
ments. At low altitudes it may pass quite close to ur-
ban areas containing relatively high-powered trans-
mitters of both military and broadcast types. At high
altitudes the missile is within line of sight of large
areas of the earth and, therefore, large numbers of
signals have the potential of affecting it. In addition,
because of the high density of electronic compo-
nents, its intrasystem environment is especially
severe.

2-2.3.2.5 Equipment

This is the environment that can be found within a
typical cabinet or metallic enclosure of some device.

*DA Pamphlets and AR’s referred to in this paragraph are de-

scribed in Table 2-6.

2-5
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It is an extreme example of an intrasystem environ-
ment. Frequently, such an enclosure contains many
separate electrical and electronic parts which must in-
teract in a specified way in order to perform the use-
ful function for which the equipment was designed.
At the same time, these components may interact in
ways that are not intended, and the unintended inter-
actions may be caused by emission levels introduced
into the inside of the equipment by the penetration of
external fields or currents through the walls of the
container. By proper design, such penetration phe-
nomena can be controlled.

At the component level, environment can be con-
trolled frequently by proper physical placement of
components or by the use of filters and shields to iso-
late them from undesired interactions with other
components. In other cases specific circuit designs
can be used to reduce their susceptibility to local
fields or to reduce the fields which they generate.

2-2.3.2.6 Other Categories

Other categories which are not explicitly covered
may be considered to be combinations of the pre-
ceding. An example is the airport which may be com-
pared with a military ground station. Tt has re-
ceivers, transmitters, radars, and, at least in civilian
airports, is usually surrounded by commercial and in-
dustrial areas with high radio noise levels.

The environmental characteristics discussed in this
paragraph are produced by electromagnetic phe-
nomena which are analyzed explicitly in later
chapters. In the treatment, methods of determining
steps to be taken to avoid a particular effect or to re-
duce interactions that are experienced will be in-
cluded. For reference purposes, Table 2-1 shows

where some of the major types of source of inter-
ference contribute most importantly in each of the
major types of environment, Also, reference is made
to paragraphs in Chapter 3 which give quantitative
information of use in a system or equipment analy-
sis. Clearly, before such an analysis can be carried
through, the design engineer must have familiarity
with the theory and practice of EMC/EMI en-
gineering. Further discussion of prediction techni-
ques is given in Chapter 6.

2-3 SPECTRUM ENGINEERING

The radio spectrum is a limited resource (Ref. 3).
The uses of the spectrum are expanding and, at any
given time, the demand exceeds the supply. Further-
more, some services are best carried out in certain fre-
quency ranges and demand in these ranges continues
to grow. By international agreement and by de-
cisions of national regulatory bodies, parts of the
spectrum are allocated to particular services. These
are further subdivided into channels whose width is
sufficient to accommodate the signals typical of the
service. Thus a principal microwave radio relay al-
location is a band between 3700 MHz and 4200 MHz
subdivided into 24 channels with adjacent channels
separated by 20 MHz. Each channel is, in turn, able
to accommodate 600 multiplexed voice channels.
Electromagnetic compatibility requires a minimal
geographic spacing between users assigned to the
same channel, and also between users assigned to ad-
jacent channels. In order to fit as many microwave re-
lay users as possible into a geographical region, ad-
vantage is taken of the rejection afforded to un-
wanted signals by antenna directivity, and also by the

TABLE 2-1. IMPORTANT CONTRIBUTORS TO VARIOUS ELECTROMAGNETIC
ENVIRONMENTS
oise Type of Environment This Handbook
Source Paragraph
Rural| Urban | Intersystem | Intrasystem | Equipment References
Atmospheric X X 3-1.2.2
Transmitters ISM X X X X 3-1.3.1.2
Spurious RF Generation X X X 3-1.333
Ignition X X X 3-1.3.24
N . 3-1.32
Switching Transients X X 31330
Powerline Harmonics X X 3-1.3.3.1 J
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use of orthogonal polarizations. Allocations are
sometimes shared by different services where the ex-
pectation of mutual interference is small. Channel
assignments sometimes are made with the provision
that no interference shall result to other users who
have priority, or that transmission will occur during a
specified time only.

The process by which assignments are made takes
account of the need for the channel; the number of
channels available; the noise level, both natural and
man-made; the characteristics of receivers: the range
and area to be covered; the location, whether fixed or
mobile; the kind of signal to be used (the modulation
and bandwidth); and the time during which it is re-
quired. An assignment specifies the allowable trans-
mitted power, the limits of spatial coverage by the an-
tenna, as well as frequency, time, and place.

Frequency allocations are made internationally
through the International Telecommunications
Union and, in the USA, by the Federal Com-
munications Commission and the Office of Telecom-
munications Management. Because of the shortage of
spectrum space, no development of Department of
Army equipment requiring spectrum space can be in-
itiated without a formal action regarding frequency
allocation (see AR 705-16).

Intrasystem compatibility problems usually are ig-
nored in frequency allocation procedures, it being as-
sumed that by proper design techniques system de-
gradation due to this cause can be avoided. To the
designer, however — especially where systems are co-
located, such as on a vehicle or at a command post —
the considerations for dealing with intrasystem and
intersystem compatibility may be quite similar.

2-4 ACHIEVING
ELECTROMAGNETIC
COMPATIBILITY

Achieving electromagnetic compatibility can be
approached from the concept of either (1) a detailed
evaluation of interactions between the elements,
emitters and susceptors, on a pair by pair basis; or (2)
from general requirements. In the latter case the de-
signer attempts to define a so-called “‘typical” or
“nominal” environment, and then designs his equip-
ment so as to neither degrade the environment by
raising levels of radio noise above the ‘‘nominal”
level (at a specified distance from the equipment) nor
to be susceptible to those levels. In general, neither of
these two approaches can be used in isolation.

To some extent these approaches can be as-
sociated with two of the basic types of specification,
i.e., the “system” specification and the “equipment”

specification (see par. 2-5.2). The latter establishes
equipment limits which will effectively “control” the
equipment contribution to environmental levels. The
“system’’ specification establishes system perform-
ance requirements which in turn require a design that
directly controls interactions between individual
components of equipments.

2-4.1 THE SYSTEM APPROACH

The main fact to be recognized in system design is
that each system is unique and therefore EMC re-
quirements are likely to be unique. It is the overall
system requirements that determine what the com-
ponent equipment EMC requirements are and the ex-
tent to which standard requirements will be suitable.

Just as with equipment design, these requirements
must be determined initially before manufacture.
Thus one must obtain, early in the design and de-
velopment stages, an adequate description of the ulti-
mate circumstances under which a specific system is
used. Then it is possible to initiate design of the
system components in accordance with the derived
requirements. To do this, the designer must have a re-
liable interference prediction process readily avail-
able. This means having adequate models of emitters,
susceptors, and the couplings between them. The
engineer also must have the same type of in-
formation pertinent to equipment design including
data on interference reduction circuits and tech-
niques and on cost effectiveness trade-offs.

In practice the entire process is usually not as com-
plicated as this description might lead one to believe.
It is probable that only a limited number of para-
meters involved in the system design will exhibit
critical cost-effectiveness trade-offs. Many of the pos-
sible interactions can be controlled effectively by de-
sign techniques which do not, in themselves, in-
herently lead to very high costs. The system designer
must be able to identify those elements of the system
which are critical with regard to cost and perform-
ance, and must deal with these in a first-order
analysis with properly assigned priorities.

2-42 REVIEW OF APPROACHES TO EMC

Different approaches to EMC control are exempli-
fied by those used by the Federal Communications
Commission, industry, and the Department of De-
fense. Since the technologies involved are inter-
related, the discussion is relevant to a variety of
typical EMC problem areas.

2-7
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2-4.2.1 The Federal Communications Commission

In carrying out its responsibilities for regulating
radio communication, the Federal Communications
Commission has been faced with the very practical
question of how to write the rules so that they can
protect effectively the various services under its
cognizance, while at the same time not unduly burden
those who provide the services. To assure this, the
Commission makes effective use of the public hearing
procedure. In this procedure, the Commission
publishes a notice of proposed rule-making and in-
vites comments from those involved in providing the
service, the public at large making use of the service,
and industry which manufactures the equipment
which will have to meet the requirements. After some
study, a set of limits is proposed. These limits are
then discussed at great length. After duly taking into
account all the evidence before it, the Commission
finally issues specific rules and regulations. In doing
this, the Commission makes use of both the system
approach and the environmental approach.

The environmental approach can be illustrated by
the method used to control interference to radio
broadcasting. Here, one can look upon the pro-
cedure as protecting a defined field strength at a
specified distance from an interference source. The
field strength is a function of the service involved,
while the distance at which protection is to be ob-
tained is a function of the source, and where it is
used. For example, sources arising in industrial en-
vironments where receiver antennas are not likely to

be located are permitted to radiate more energy than
those which appear in homes near receivers or
receiver antennas. Also taken into consideration are
such factors as whether danger to life is involved,
economic aspects (which are a function of the state of
the art), and the possibilities of alternate means of
obtaining the same type of service. In many respects
the rule-making procedure is a way of establishing a
de facto cost-effectiveness trade-off relationship.

In other cases, the Commission adopts an equip-
ment interaction approach in that it establishes
standards for various types of transmitting equip-
ment and allocates frequencies based upon the as-
sumption that the equipment meets those standards.
For example, transmitter harmonic levels are con-
trolled along with antenna patterns. A person ap-
plying for a transmitter license must show that his
equipment will not produce interference with other
services already established in the same area.

In order to simplify FCC rule-making procedures,
unintentional emitters have been classified in three
general categories (Refs. 4, 5). Examples are given in
Table 2-2. The major features of the regulations are
summarized in Tables 2-3, 2-4, and 2-5.

2-4.2.1.1 Incidental Radiation Device

A device that radiates radio frequency energy
during the course of its operation, even though the
device is not intentionally designed to generate radio
frequency energy, is classified as an incidental radia-
tion device (Ref. 4, part 15).

TABLE 2-2. EXAMPLES OF ELECTRONIC DEVICES REGULATED BY
FCC RULES PARTS 15 AND 18

Regulated by Part 15

Regulated by Part 18

Restricted Radiation Devices
RF Energy
Purposely Generated

Incidental Radiation Devices
RF Energy
Unintentionally Generated

Industrial, Scientific, and
Medical

1. Radio Receivers

2. Carrier Current Systems
a. “Campus”
b. Telephone
c. Industrial

3. Low-power Communications
a. Wireless Microphones
b. Garage Door Openers
c. Phonograph Oscillators

SIS T

4. Field Disturbance Sensors
5. Class I TV Devices

Fluorescent Lights
Electric Appliances
Electric Motors
Electric Shavers
Ignition Systems

Defective Insulators

1. Industrial Heaters
a. Induction
b. Dielectric

2. Medical Diathermy

3. Miscellaneous
a. Epilators
b. Ultrasonic
¢. Microwave Ovens
d. RF Neon Signs

2-8
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TABLE 2-3

TECHNICAL REQUIREMENTS FOR PART 15
(INCIDENTAL AND RESTRICTED RADIATION) DEVICES

TYPE OF EQUIPMENT | FREQUENCY OF |FIELD STRENGTH |ADDITIONAL REQUIREMENTS REFER TO
RADIATION, MHz LIMIT, uV/m SECTION**
Incidental Radiation Any frequency None In the event that harmful interference is caused, | 15.31
Device* the operator shall promptly Lake steps to elimi-
(Subpart B) nate the harmful interference.
Radio Receivers
(30-890 MHz)
(Subpart C)
TV broadcast 0.45-25 None Power line RF voltage limitation: 100 #V,/m 15.63
All other 0.45-9 None Power line RF voltage limitation: 100 xV/m 15.63
9-10 None Power line RF voltage limitation: 100-1000 uV/m¥% 15.63
' 10-25 None Power line RF voltage limitation: 10004V /m 15.63
25-70 32at 1000 N Applicable to All Receivers (30-8%0 MHz)
70-130 S0 at 1000 fu Certification required for each model receiver. 15.69
Identify each certified receiver with seal or 15.70
130-174 50-150 at 1000 ft label. 1571
Any measurement procedure acceptable to the 15.75
174-260 150 at 1000 ft FCC may be used. The following standards are
considered acceplable;
‘ Power line RF voltage: IEEE STD 213
260-470 150-500* at 1000 ft Radiation: IEEE STD 187; also IEC
10b/10ba and EIA RS 378
470-1000 500 (350 for TV revr,
see Sec. 15.63) at TV sensitivity: IEEE STD 190
1000 ft
Door Openers 25-70 32
(receivers) Measurements according to FCC document
70-200 50 T7001.
200-1500 50-500*
over 1500 500
Low Power Communi-
cation (Subpart E) Max. Input to Final, W Max. Antenna Length, ft
Operation Under 0.16-0.19 None 1.0 50* 15.203
Antenna, and Power 0.51-1.6 None 0.1 10* 15.204
Limitations 26.97-27.27 None 0.1 ) 15.203
0.010-0.490 24/f(in MHz) 15.202
Operation under at 1000 N
Field Surength 0.510-1.6 2.4/f(in MH2) 15.202
Limitation at 1000 ft
70-1000 receiver radiation | Limit operation automatically to | s on followed 15.211
limit applies by 30s off
above 1000 500 at 100 ft Limit operation automatically to | s on followed | 15.211
by 30 s off
Telemetering and
Wireless Microphone 88-108 50 at 50 fuin Channel width is limited to 200 kHz. 15.212
200 kHz band
40at 101t
outside of band

¢ including transmission line

) ** References are to Part 1S or Part 18, as applicable, of the FCC Rules and Regulations.
(cont’d)
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TABLE 2-3 (cont’d)
TYPEOF EQUIPMENT | FREQUENCY OF |FIELD STRENGTH | ADDITIONAL REQUIREMENTS REFER TO
RADIATION, MHz LIMIT, uV/m SECTION®**
Biomedical
Telemetering 174-216 150 at 100 ft Limit applies only to the fundamental frequency. | 15.215
Devices Harmonic and other spurious emissions outside
ol 174-216 MHz shall be suppressed by at least
20dB (subject to change in Docket 19846).
Door Openers
{transmitiers) 70-130 125 at 100 It The emission permitted on 73-75.4, 108-118, 15.215
121.4-121.6, 242.8-243.2, 265-285, 328.6-335.4,
406-410, 608-614. 960-1215 (all in MHz) and other
| bands. See Sec. 15.215.
Field Disturbance |
Sensors (Subpart F) Any Frequency 15at157/Rin MHz)(t | Limit applies to the fundamental, any harmonic, | 15.305
and other spurious (requencies.
915 50,000 at 100 ft Band limited to +13 MHz 15.307, 15.309
2450 50,000 at 100 ft Band limited to £15 MHz 15.307, 15.309
5800 50,000 at 100 It Band limited to £15 MHz 15.307, 15.309
10525 250,000 at 100 Mt Band limited to £25 MHz 15.307,15.309
24125 250,000 at 100 fu Band limited to £50 MHz 15.307, 15.309
Applicable to All Field Disturbance Sensors 15.303,15.317
Certification
Measurement

** References are to Part 15 or Part 18, as applicable, of the FCC Rules and Regulations.

TABLE 2-4. FREQUENCIES FOR INDUSTRIAL, SCIENTIFIC, AND
MEDICAL (ISM) EQUIPMENT FOR WHICH NO RADIATION
LIMITS ARE SPECIFIED

Frequency, kHz  Tolerance, kHz

Frequency, MHz Tolerance, MHz

13,560 + 6.78
27,120 + 160
40,680 + 20

915 + 13
2,450 + 50
5,800 + 75

24,125 + 125

There are no regulations specifying constraints on
radiation from devices in this category other than if
harmful interference does occur, immediate steps
must be taken to eliminate it. (This latter regulation is
applied to all incidental device categories.)

24.2.1.2 Restricted Radiation Device

A restricted radiation device is one in which the
generation of small amounts of RF energy is in-
tentionally incorporated into the design, but does not
require licensing.
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To control interference from restricted radiation
devices, unless otherwise stated, the limit field
strength is 154V /m at a distance of A/(27) where A is
the wavelength corresponding to the operating fre-
quency. The design must be in accordance with the
best engineering practice, and operate with the mini-
mum power required to produce the desired result. It
may be noted that the distance of A/(27) is the dis-
tance from a dipole at which the variation in field
strength with distance changes from an inverse cube
relationship (induction field) to an inverse first power
relationship (radiation field). Also at a fixed distance
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TABLE 2-5.

TECHNICAL SPECIFICATIONS FOR PART 18

(INDUSTRIAL, SCIENTIFIC, AND MEDICAL SERVICES) DEVICES

ADDITIONAL REQUIREMENTS

TYPEOF EQUIPMENT | FUNDAMENTAL |FIELD STRENGTH REFERTO
FREQUENCY OF LIMIT OUTSIDE SECTION*
RADIATION, MHz{ OFISM BANDS
Medical Diathermy 13.56,27.12, 14.68 25 4V /mat 1000 fL 18.141
(Subpart E) 915,2450,5800,24135 | Reduce radiation to | Reduce bandwidth of emissions to the greatest 18.142
greateslextent extent practicable
practicable.
Any Other Frequency| 15 ¢V/m at 1000 ft 15 #V/m at 1000-ft limit also applies to radiation 18.142
at the fundamental
Applicable to All Medical Diathermy Equipment
Use FCC radiation measurement procedure. 18.143
Centification or Type Approval. 18.144
Certificate must be renewed every J yr. 18.141
Equipment operated on off-1SM frequenciesre-|  {8.142
quires a rectified and filtered power supply.

Ultrasonic Upto 0.490 24/f(in MHz) V/m | In predominantly residential areas and on fre-| 18.72

(Suhpart C) at 1000 ft quencies below 0490 MHz the radiation lunit
may be increased as the square of the generated
power to 500 W. The limit, however. is not per-
mitted to exceed 10V /mat 1 mi.

0.490-1.6 24/f(in MHz) pV /m Applicable to All Ultirasonic Equipment

at 100 ft Use FCC radiation measurement procedure. 18.78
Power line RF voltage:
. below 0.49 MHz-1000 2V 18.72(e)
above 0.49 MHz-200 ¥

Over 1.6 15 eV/mat 100 ft
Certification, 18.80
or Type Approval. 18.73

Industrial Heating Below 5725 |r 10pV/mat] mi Power line radiation limit: 10 ¢V/m at 50 ft at] 18,102

(Suhpart ©) points | mi or more from the equipment.

Use FCC radiation measurement procedure. 18.107
Above 5725 Reduce radiation to | Applicable To All Industrial Heaters
greatest exlent Operation not permitled on: 18.102(b)
practicable. 0.490-0.510 MHz, 2.170-2.194 MHz, und
8.354-8.374 MH2z
Certification. 18.113
Periodic Inspection. 18.105

RF Stabilized Any Frequency 10 4V /mat 1 mi Power line radiation timit: 10 £V /m at 50 ft at| 18.5

Arc Welders points | mi or more from the equipment,

(Subpart F) Use FCC radiation measurement procedures.| 18.107
Measure quasi-peak using an insirument equiva-| 18,181
lent to ANSI specificauons C63.2 to C63.4
Cenrtification, 18.182
or Type Approval. 18.181

Miscellaneous
(Subpart H)

These rules apply to ISM equipment other than medical diathermy, industrial heating, ultrasonsc
and RF Stabilized are welders in which RF energy is applied to materials to produce physical,
biological, or chemical effects sueh as microwave ovens, ionization of gases, mechanical vibra-
tions, hair removal, and aeceleration of charged particles which do not involve the use of radio

receiving equipment.

Requirements are the same as for medical diathermy except that for equipment other than that

used in predominantly residential areas, the radiation limit may be increased as the square root
of the generated power to 500 W. The limit, however, is not permilted to exceed 10 V/m at | mi.

* References are to Part I8 of the FCC Rules and Regulations.
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this limit decreases with frequency, which cor-
responds to the behavior of atmospheric radio noise
levels.

2-4.2.1.3 Radio Receivers

Radio receivers, including television broadcast
receivers, are treated as a special case of restricted
radiation devices.

For frequencies above 25 MHz the radiation from
these devices is limited to specific field strengths
measured at specific disances. The limit increases
somewhat with frequency corresponding partly with
state of the art, and partly with increasing cosmic
noise levels. At 25 MHz and below, a limit is placed
on voltages conducted to the power lines since this is
considered to be the most likely source of coupling
from such devices.

2-4.2.14 Low Power Communication Devices

A low power communication device is a restricted
radiation device (Ref. 4) exclusive of those em-
ploying conducted or guided radio frequency tech-
niqugs used for transmission of signs, signals (in-
cluding control signals), writing, images, and sounds
or intelligence of any nature by radiation of electro-
magnetic energy (e.g., wireless microphone, phono
oscillators, garage door openers, radio control
models).

The design and operation of low power communi-
cation devices are more closely regulated than are
those of the previously discussed devices. The general
rule requiring the immediate elimination of harmful
interference applies here as in all other categories.
Allowed bands of operation have been established
(see Table 2-3) and, in the case of telemetry trans-
mitters and wireless microphones, maximum channel
widths have been established. Limits of radiated
energy, in-band and out-of-band, and within-channel
and out-of-channel, have been established for all but
one band. A limit to the energy which may be con-
ducted to the power line has been established in the
510 - 1600 kHz bands. In the 26.97 - 27.27 MHz band
where no radiation limit has been directly es-
tablished and as an alternative method in the 160 -
190 kHz and 510 - 1600 kHz bands, device design
limits are used which effectively serve to limit the de-
vice radiation. An upper limit is set for input power
to the final amplifier and the length of the antenna (5
ft for the 26.97 - 27.27 MHz band) or the combined
length of the antenna and its associated transmission
line. In addition, the level of power input to the final
amplifier lying outside of the band of operation (e.g.,
if operation is on the 160 - 190 kHz band, for all
frequencies above 190 kHz or below 160 kHz) must
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be suppressed at least 20 dB below the level of the un-
modulated carrier. An additional design limitation
prohibits class B operation.

Field disturbance sensors are classed as restricted
radiation devices but, because of their special func-
tion, have special limits assigned in the GHz range
and above.

24.2.1.5 Industrial, Scientific, and

Medical Equipment (ISM)

The ISM category of equipment (Ref. 5) includes
devices which use radio waves for industrial, scien-
tific, medical, or other purposes which are neither
used or intended to be used for communication.

Operating frequencies have been allocated, and
allowable tolerances established for which there are
no radiation limits (Table 2-4). Operation is per-
mitted at other frequencies but radiated emissions are
limited (Table 2-5). These limits are defined in terms
of radiated field strength at a specified distance, and
apply to radiated harmonics as well as spurious
radiation. In addition, conducted emission limits
have been established for ultrasonic equipment.

Medical diathermy equipment, when operated on
frequencies other than those assigned for ISM opera-
tion, are subject to a radiated emission limitation in
terms of a maximum field strength measured at a
specified distance. There are, as well, some design re-
quirements which will suppress spurious and har-
monic frequency radiation; for example, a rectified
and filtered plate voltage must be used.

Industrial heating equipment is subject to a limita-
tion as to its radiated field strength at a specified dis-
tance when operated below 5725 MHz and on any
frequency other than those established for ISM
equipment. Above 5725 MHz the regulations only
specify that radiation must be suppressed as much as
possible. Though there are no specific limits to con-
ducted emissions to the power lines from industrial
heating equipment, it is required that sufficient filter-
ing be provided to limit radiation from power lines. A
limit to power line radiation is provided in terms of
radiated field strength at a distance. These limits
represent compromises between practical state-of-
the-art considerations and use in specialized areas.

2-4.2,.1.6 Licensing of Test Facilities

Unless a Government agency assumes responsi-
bility for running tests, test facilities set up by con-
tractors require FCC licenses or at least temporary
authorization if substantial radiation may occur,
either in connection with scientific studies or for test-
ing of communication equipment including trans-
mitters and antennas. Requirements are covered in




DARCOM-P 706-410

Parts 5 (Ref. 9) and 15 (Ref. 4) of the Rules and
Regulations. At frequencies below about 10 MHz the
criterion for obtaining FCC approval is considered to
be whether emission levels will exceed 15 uV/m at a
distance of A/(2x) where X is the wavelength of the
radiation.

In the usual case, a contractor will not require a
formal radio station license (Ref. 9, par. 5.52) but will
be able to qualify for a special temporary authori-
zation (par. 5.56) as an experimental radio service
(Research or Developmental) (par. 5.2).

Informal applications for special temporary autho-
rizations for Government contractors should:

a. Be prepared as a letter, in duplicate with the
original signed and sent to the Federal Com-
munications Commission, Washington, DC 20554.

b. Contain the following information:

(1) Name and address

{2) Need for special action

(3) Type of operation to be conducted

{(4) Purpose of operation

(5) Time and date of proposed operation

(6) Class of station, call sign of station, and
nature of service

(7) Location of proposed operation

(8) Equipment to be used, including name of
manufacturer, model, and number of units.

(9) Frequency(s) desired

(10) Plate power input to final radio frequency
stage

(11) Type of emission

(12) Antenna height (FCC Form 401-A if par.
5.55 so requires)

(13) Full particulars as to the purpose of the
request,

c. Include:

(1) FCC Form 44A in triplicate “Supplemental
Information for Applications in the Experimental
Radio Service Involving Government Contracts”.

(2) If the application involves communications
essential to a research project:

(a) A description of the nature of the re-
search project being conducted

(b) A showing that communication facil-
ities are necessary for the research project involved

(c) A showing that existing communication
facilities are inadequate.

If a Government agency assumes test responsibili-
ty, it must obtain permission from the Interdepart-
ment Radio Advisory Committee (see par. 2-6.4.5).

2-4.2.2 Industry Standards

Industry in the United States is well aware of EMI
phenomena and has devoted much effort to its con-

trol. In many instances the interference from par-
ticular devices is controlled in accordance with limits
established by individual companies. In those cases in
which the interactions have been sufficiently signifi-
cant to justify a joint industry effort, standards have
been published. These limits generally are based upon
a carefully examined cost-effectiveness trade-off. Pri-
mary concern has been with interference to radio and
television broadcasting, although recently there has
been a growing concern about establishing electro-
magnetic compatibility between industrial and com-
mercial use devices. Industry has devoted most of its
efforts to establishing measurement techniques and
instrumentation, as exemplified by the following
standards published by the American National
Standards [nstitute:

a. C63.2-1963, Radio-Noise and Field-Strength
Meters, 0.015 to 30 Megacycles/Second, Specifi-
cations for.

b. C63.3-1964, Radio-Noise and Field-Strength
Meters, 20 to 1000 Megacycles/Second, Specifi-
cations for.

c. C63.4-1963, Radio-Noise Voitage and Radio-
Noise Field Strength, 0.015 to 25 Megacycles/ Se-
cond, Low-Voltage Electric Equipment, and Non-
electric Equipment, Methods of Measurement of.

Industry groups have established voluntary limits
as follows:

a. Society of Automotive Engineers, Inc.: J551,
“Measurement of Electromagnetic Radiation from
Motor Vehicles (20-1000 MHz).”

b. National Electrical Manufacturers Associa-
tion: “‘Semiconductor Dimmers for Incandescent
Lamps,” WD2-1970.

¢. Radio Technical Committee for Aeronautics:
DO-138, “Environmental Conditions and Test Pro-
cedures for Airborne Electronic/Electrical Equip-
ment and Instrument.”

d. International Special Committee on Radio
Interference (CISPR):

(1) Publication 11: “Limits and methods of
measurement of radio interference characteristics of
industrial, scientific and medical (ISM) radio-
frequency equipment {excluding surgical diathermy
apparatus),”’ Ist edition, 1975.

(2) Publication 12: “Limits and methods of
measurement of radio interference characteristics of
ignition systems of motor vehicles and other de-
vices,”" 1st edition, 1975.

(3) Publication 13: *“Limits and methods of
measurement of radio interference characteristics of
sound and television receivers,” Ist edition, 1975.

(4) Publication 14: “Limits and methods of
measurement of radio interference characteristics of
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household electrical appliances, portable tools and
similar electrical apparatus,” 1st edition, 1975,

(5) Publication 15, “Limits and methods of
measurement of radio interference characteristics of
fluorescent lamps and luminaires,” 1st edition, 1975,

2-4.2.3 Department of Defense
EMC Program

The Department of Defense has established an in-
tegrated Electromagnetic Compatibility Program
(EMCP) to ensure electromagnetic compatibility of
all military communication-electronic (C-E) equip-
ments, subsystems, and systems during conceptual,
design, acquisition, and operational phases (see DoD
Directive 3222.3). Its objectives are to: (a) achieve
compatibility of all equipments, (b) to obtain built-in
design compatibility rather than remedies added after
the fact, and (¢) use common approaches and
techniques in C-E material programs. To accomplish
this it directs action and assigns responsibility in the
following EMC program areas: Standards and Speci-
fications, Measurement Techniques and Instrumen-
tation, Education for EMC, Data Base and Analysis
Capability, Design, Concepts and Doctrine, Opera-
tional Problems and Test and Validation.

DoD recognizes that frequency management has a
strong influence on compatibility and has assigned
responsibilities for the use of the radio frequency
spectrum. Specific spectrum management functions
are delegated to individual departments. Depart-
mental membership in the Interdepartmental Radio
Advisory Committee (IRAC) and liaison with FCC
provides interdepartment, international, and national
(non-Government) coordination. DoD directives ad-
dress themselves to spectrum management, and EMC
programs and equipment. Typical examples are:

a. DoDD 4630.1, Programming of Major Tele-
communications Requirements

b. DoDD 4630.5, Compatibility and Common-
ality of Equipment for Tactical Command and Con-
trol and Communications

c. DoDD 4650.1, Management and Use of the
Radio Frequency Spectrum

d. DoDD 5000.3, Test and Evaluation

e. DoDD 5100.35, Military Communications-
Electronics Board (MCEB).

2-4.2.4 Department of The Army
EMC Program
The Department of the Army has established an
EMC Program consistent with the Department of
Defense EMC Program. It directs that electromag-
netic compatibility of materiel be controlled through-
out each phase (concept, validation, full-scale devel-
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opment, cost production, and deployment) of the
Life Cycle System Management Model (LCSMM)
(par. 2-7), and recognizes three principal factors
which must be addressed by the EMC Program:

1. Environmental Geometry: The identification of
all emitters and receptors, the spatial relationships
among the emitters and receptors, and the partic-
ulars regarding terrain and propagation

2. C-E Materiel Characteristics: All features which
influence the degree of performance achievable under
given electromagnetic environmental operating con-
ditions

3. Frequency Assignments: The distribution of
available spectrum resources.

A number of regulations and pamphlets, as shown
in Tabie 2-6, describe policies and procedures related
to matters of direct concern in EMC programs re-
lated to Army materiel procurements.

2-5 THE EMC PROGRAM
REQUIREMENTS

MIL-HDBK-237 (Ref. 6) provides criteria for es-
tablishing, managing, and evaluating an EMC pro-
gram for electronic, electrical, and electromechani-
cal equipments, subsystems, and systems. It provides
EMC guidance to those responsible for the program
so as to increase the probability of achieving intra-
system and intersystem compatibility.

2.5.1 EMC PROGRAM GOALS

In broad terms, the goals of any EMC program are
(Ref. 6):

a. Assure efficient integration of engineering,
management, and quality assurance tasks, as related
to EMC.

b. Assure the efficient integration of EMC with all
other system performance factors and disciplines
affecting system effectiveness and cost, such as
reliability, maintainability, vulnerability, and safety.

c. Assure the integration of the engineering func-
tions — such as design, development, and test — as
related to EMC.

d. Assure intrasystem and intersystem design and
operational electromagnetic compatibility.

e. Assure continuous traceability of EMC re-
quirements and design alternatives throughout the
program, so that the sources and impact of design
changes and deficiencies in equipment and sub-
systems, and the impact of contractual performance
requirements are promptly determined, accurately
identified, and properly communicated.

f. Permit timely and optimum redefinition of
EMC requirements in response to changes directed
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TABLE 2-6. ARMY REGULATIONS AND DA PAMPHLETS CONTAINING EMC GUIDANCE

NO. TITLE PURPOSE EMC PROVISIONS RELATION TOOTHER
DIRECTIVES
10-5 Organizations and func- Provides specific responsi- | Responsibilities for the | Implementedin AR’s 11-13,
tions, Dept. of the Army bilities of the general and | EMCP, frequency manage- | 15-14, 70-1, 70-27, 105-3,
' special staff ment and. commonality of | etc.
C-E eqmt
11-13 Army Electromagnetic Provides policies and pro- | Policy guidance for EMCP | Implements DoDD 32223
Compatibility Program cedures for the EMCP and program of activities as- | and AR 10-5 for EMC. Re-
sociated with the LCSMM lates to AR's 105-16, 105-2,
105-3, 105-16, 105-24
DA Pam Army Electromagnetic | To assist developers in elec- | Describes the processes nec- | Supplements AR 11-13 with
11-13 Compatibility Program tromagnetic compatibility | essary to comply with AR | emphasis on intersystem
Guide considerations and frequen- | 11-13; indicates sources of | EMC decisions/actions
¢y supponrtability during life | EMC analytic support in
cvele system management areas of analysis, test, and
measurement
DA Pam E Life Cycle Sysiems Provides step hy step pro- | Check lists for IPR and [ Implements AR’s 1000-1,
11-25 Management Models for cedures for systems acquisi- | ASARC reviews include | 15-14,and 11-25
Army Systems tion process EM requirements
15-14 Systems Acquisition Re- Provides procedures for Responsibilitiesfor ASARC | Implements AR {000-1
view Council Procedures ASARC reviews review process. Check Jists
for each ASARC include
| EM considerations.
70-1 'l Army Research, Develop- Establishes responsibilties, | Responsibilities to R&D. | Cites AR's 11-13 and
ment, and Acquisition policy. and general proce- | Need to coordinate RFE | 105-16
dures for Army R&D spectrum and EM require-
ments as early as possible.
70-10 Test Evaluation during Describes objectives, con- | Provision for EMC testing | Implements DoDD 5000.5,
Development and Acquisi- | .cepts, responsibilities, poli- [ in DT and OT, and outline | and AR’s 1000-1 and 70-1,
tion of Materiel cies for T&E test plans for CTP Relates to AR 71-3
70-27 Outline Development Plan/ | Prescribes procedures for | EMC  considerations are | Implements AR's 1000-1
Development Concept preparation and content of | provided in outline for Sys- | and 15-14
Paper/Program Memo- I DP/DCP/PM tems Summary in App. B.
randum
71-1 Army Combat Develop- Establishes policy and pro- | Responsibilities for combat | Implements AR 1000-1 in
ments cedures for combat devel- | development and EM con- | the area of combat develop-
opment activities including | siderations in OCO's and | ments and provides guid-
guidance for preparation of | requirement  operational | ancefor AR 71-3
future requirements characteristics
71-2 Basis of Issue Plans Establishes policy and pro- | Establishes coordination re- | Relates to AR's 11-25, 73-1,
cedures for basis of issue | quirements for EMC. 310-31
plans for new equipment
7t-3 User Testing Prescribes policies and pro- “ EMC content of operation- | implements AR 71-8 and
cedures for operational test- | al tests DODD 5000.3
ing |
DA Pam Management of the Electro- | Provides information back- | Spectrum management Implements and provides
105-2 magnetic Spectrum ground on spectrum man- | aspectsof EMC background for AR’s 105-
agement at the inlernation- 16, 105-24, 105-63, and
al, national, and DOD lev- 105-67
els and a description of the
Army EMC program
105-3 (C) Reporting Meaconing, Establishes procedures for | MUJI reporting concerned | Responds to JCS 1aking in
Intrusion, Jamming, and reporting and evaluating in- | with electromagnetic emis- | SM528-70
Interference (MIJD of Elec- | formation concerning inci- | sions. Responsibilities are
l tromagnetic Systems dents of MIJ1 of US mili- | assigned, procedures de-
tary electromagnetic equip- | cribed, and format pre-
| mentorsystems sented.
(cont’d)
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TABLE 2-6 (cont’d)
NO. TITLE PURPOSE EMC PROVISIONS RELATION TO OTHER
DIRECTIVES
105-16 Radio Frequency Alloca- | Prescribes procedures for | EMC considerations associ- | Relates to AR’s 11-13, 105-
tions for Equipments under [ obtaining RF spectrum al- | ated with spectrum alloca- | 24, 105-63, 105-67, and DA
! Development, Production, | locations tion PAM 105-2
' and Procurement
105-22 Telecommunications Re- Prescribes policies, rcspt?| Specifies responsibilities for | Relates to AR’s 11-13, 105-
quirements Planning, De- sibilities, and procedures | compliance with the EMCP | 1, 530-2, and 530-4
veloping, and Processing for telecommunications re- | and makes special provi-
| quirements within DA sions for inclusion of
L SIGSEC requirements
105-24 Radio Frequency and Call | Assigns responsibilities and | EMC considerations associ- | Relates to AR 105-16 and
Sign Assignments for Army | establishes procedures for = ated with frequency assign- | DA PAM 105-2
Activities within the Conti- | frequency assignments in | ments
| nental United States CONUS
105-63 Army Electtomagnetic Provides instructions for re- | Provides data for RF utili- | Relates to AR’s 105-16 and
Spectrum Usage Program | porting usage of assigned | zation file 105-24, DA PAM 105-2
frequencies in 4-30 MHz
| band '
105-67 } Electromagnetic Compati- | Prescribes reporting of C-E | Provide data for ECAC file | Joint regulation implement-
bility Program — Report- | equipment in CONUS to ing part of DODD 3222.3.
ing of US Military Elec- | ECAC EM environment file Relates to AR’s 11-13, 105-
tronic Equipment Environ- 16. 105-24. and DA PAM
mental Data 1 105-2
1000-1 Basic Policies for Systems | Prescribes basis policies and | None specifically Implements DODD 5000.1.
| Acquisition by the Depart- | goals for systems acquisi- Provides guidance for all
ment of Army tion regulations and directives
governing R&D and sys-
| tems acquisition

by the procuring authority, or problems identified
through performance measurements, if required.

g. Provide inputs to, and assure compatibility
with, all interfacing management and information
systems employed in the project.

2-5.2 EMC PROGRAM RESPONSIBILITIES

In order to meet EMC program goals, the EMC
program must (Ref. 7, par 15.1.2):

a, Establish a single, authoritative coordinated
organization responsible for all EMC program
matters.

b. Designate specific responsibility for the pre-
paration of EMC control plans, test plans, reports
production specifications, and other associated docu-
mentation. The relationship of other organizational
elements which provide inputs for these documents to
the organization of primary EMC responsibility must
be clearly defined.

¢. Designate responsibility for EMC testing at all
levels. This should include all equipment/subsystem
level testing activity — such as development,
qualification, and engineering — as well as systems
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level testing activity such as qualification acceptance
and compliance.

d. Require EMC representation during the various
program reviews and design reviews. If the review is
performed by a designated team, one of the team
members will be an EMC engineer.

e. Designate responsibility for preparation, ap-
proval, and submission of all requests for deviation
from EMC requirements or specifications.

2-5.3 PROGRAM ORGANIZATION

In establishing a suitable program, the following
must be considered:

a. Possible conflicts in requirements between
EMC documents and other applicable standards and
specifications for the specific procurement involved.

b. Requirements for establishing an EMC ad-
visory board

¢. Requirements for specific EMC analyses

d. Coordination of EMC requirements with other
engineering requirements such as those associated
with electromagnetic hazards, electronic warfare,
security compromising by electromagnetic emissions,
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susceptibility to electromagnetic pulse, meas-
urements, lightning and static protection

e. System EMC requirements

f. Subsystem and equipment emission and suscep-
tibility control

g. Need or advisability of tailoring EMC limits for
the specific application.

2-54 DETAILED REQUIREMENTS

In addition to the broadly applicable requirements
already mentioned, materiel programs are bounded
and defined by requirements initiating the program.
As the program progresses, the initial requirements,
as well as additional standard and tailored require-
ments, are used to regulate program activities.

Documentation placing mandatory requirements
on program management includes general military
standards and specifications (systems and equip-
ment) as well as requirements specific to EMC/ EMI.
The most important documents are identified in
Table 2-7.

2-6 EMC PROGRAM PLANNING

EMC programs should be directed by a System
Program Plan which in turn usually contains the
following EMC plans (Ref. 6):

a. EMC Program Plan

b. EMC Control Plan

c. EMC Test Plan.

It should be noted that, for the purpose of es-
tablishing suitable programs, systems have been
divided into two classes, major systems and non-
major systems (see par. 2-7). Generally, the detail
described in the paragraphs that follow for these
three plans can be considered to apply to the first
class. Certain details can be omitted in a system of the
second class.

2-6.1 EMC PROGRAM PLAN

To achieve the greatest EMC engineering benefits,
management and engineering personnel must es-
tablish the necessary EMC program early in the pro-
gram life cycle. The EMC program plan, which is
usually prepared as a separate part of a proposal or
contract work statement, documents clearly defined
tasks and milestones, and is made completely com-
patible with the overall program plan. Appendix A
outlines the contents of a typical EMC program plan.
Fig. 2-4 (Ref. 7) shows typical interfaces in an EMC
program between various appropriate documents
and functions.

2-6.2 CONTROIL PLAN
2-6.2.1 General

The EMC control plan, sometimes referred to as
EMI control plan or EMC development plan, is the
key EMC technical document in the system pro-
gram. It is prepared as early as possible after initia-
tion of a project and is the source for all EMC tech-
nical information, and defines or refers to all of the
requirements, directives, and control mechanisms, in-
cluding organization, specification, design criteria,
and test plans.

A control plan is required by MIL-STD-461, MIL-
E-6051 and is listed in AR 70-27, Research and
Development Plan/Development Concept Paper/ Pro-
gram Memorandum. The content for the EMI control
plan is shown in Appendix B.

It is sometimes desirable to modify the completely
integrated control plan approach by generating
separate supplemental EMC documents such as
specifications, design criteria, and various test plans,
and referencing these documents in the master EMC
Control plan. In this way it is possible to make
changes to, and reissue, the supplemental documents
without changing the entire control plan.

2-6.2.2 Design Instructions

In any materiel design program it {s necessary to
issue instructions to the design groups in the first
stages of work. These instructions should take the
form of a separate design instruction document or a
preliminary control plan embodying mechanical,
wiring, and circuit design instructions. The use of
design instructions (in the form of specifications
when available) will assure meeting all requirements
and promoting uniformity of design. Early issuance is
especially important, since early design decisions can
commit the program to poor EMC practices. As
design, analysis, production, and development testing
progress, the design instructions must be modified,
amplified, and reissued. Some of the EMC areas
which should be covered by initial design instruc-
tions include:

a. Mechanical design: including choice of metals
and hardware, corrosion control procedures, and
types of construction

b. Electrical bonding and grounding: electrical in-
terfaces with other equipment, subsystems, or other
systems, electrical power returns, and conductor
shields

c. Shielding: encompassing equipment and sub-
system case shielding, shielding provision of the

2-17
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TABLE 2.7,

EMC AND RELATED SPECIFICATIONS

NUMBER

TITLE

SCOPE

MIL-STD-188

Military Communications
System Technical Standards

Overall technical design standards for military
communication systems. It is used in the develop-
ment of new equipment and the procurement of
production models of standard equipment. The
objective is to enable the design, installation, and
operation of military systems to be accomplished
with a minimum of equipment interface problems
of system /equipment incompatibility.

The broad areas included are overall tactical sys-
tem planning, tactical transmission systems,
switching systems, and instruments, telegraph and
data transmission, interface standards, and meth-
ods of measurement. The general requirement for
EMC, specifically MIL-STD-461, is cited. Excep-
tions to MIL-STD-461 do exist in this standard.

MIL-STD-202

Test Methods for Electronics &
Electrical Component Parts

—_

Uniform methods for testing electronic and elec-
trical component parts, including basic environ-
mental tests to determine resistance to deleterious
effects of natural elements and conditions sur-
rounding military operations, and physical and
electrical tests. This standard applies only to small
parts weighing up to 300 1b or having an rms test

voltage up to 50,000 V unless otherwise specified.

MIL-STD-220

Methods of Insertion Loss
Measurement

A method of measuring, in a 50-ohm system, the
insertion loss of single- and multiple-circuit radio-
frequency filters at frequencies up to | GHz

MIL-STD-285

Attenuation Measurements for
Enclosure, Electromagnetic
Shielding, for Electronic Test
Purposes, Method of

A method of measuring the attenuation character-
istics of electromagnetic shielding enclosures used
for electronic test purposes

MIL-STD-449

Radio Frequency Spectrum
Characteristics, Measurement of

Uniform measurement techniques that are appli-
cable to the determination of the spectral charac-
teristics of transmitters, receivers, antennas, and
system couplers

MIL-STD-454

General Requirements for
Efectronic Equipment

Components and construction details for the de-
sign and construction of electronic equipment for
the Department of Defense. [t includes in one doc-
ument, under suitable subject headings, the funda-
mental design requirements of 13 general electron-
ic specifications. It is updated biannually through
the cooperative efforts of Government and indus-
try. It references MIL-STD-461, 462, and 469.

MIL-STD-461

(cont’d)
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EMI Characteristics, Require-
ments for Equipment

Requirements and test limits for the measurement
and determination of the emission and susceptibil-
ity characteristics of electronic, electrical, and elec-
tromechanical equipment and subsystems which
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TABLE 2-7

(cont’d)

TITLE

SCOPE

are used independently or become part of ather
subsystems or systems. The requirements and test
limits are applicable, to the extent specified, in the
individual equipment or subsystem specification
contract. Accordingly, when invoking this stan-
dard, the requirements and limits it contains must
be analyzed to verify its suitability and applicabil-
ity for the specific procurement. When it is known

| that the equipment or subsystem will encounter

worst case operational conditions which are more
or less severe than the levels contained in this stan-
dard, the individual specifications may modify the
limits in this standard.

EMI Characteristics, Measure-

Measurement techniques to determine emission
and susceptibility characteristics of electrical, elec-
tronic, and the electromechanical equipment, as
required by MIL-STD-461. Setups for each test
are given in block diagram form, along with de-
tails on conducting each measurement.

[ Definitions and Systems of Units,

Abbreviations, multiplying symbols, frequency
spectrum designations, and definitions of terms
applicable to EMI along with their approved sym-
bols.

Engineering design requirements to control the
spectral characteristics of all new radar systems
operating between 100 MHz and 40,000 MHz in
an effort to achieve EMC and to conserve the fre-
quency spectrum available to military radar sys-
tems. The design requirements and criteria are not
intended to inhibit the free and unrestricted ap-
proach to research related to the development of
new radar systems which promise an increase in ef-
fectiveness. It is recognized that certain require-
ments stated in this document are not applicable
to all types of radar systems. W here this is true, the
intent of the requirements shall be applied with the
best engineering judgment and approval by the
procuring agency.

Mobile Electric Power Engine

Detailed information on the physicat and electrical
characteristics and logistical data on the DoD ap-
proved family of mobile electric power engine gen-
erator sets.

Electric Power, Aircraft, Charac-

Characteristics of electric power supplied to air-
borne equipment at the equipment terminals and
the requirements for the utilization of such electric
power by airborne equipment.

Format and content criteria to be used in the prep-
aration of test reports covering tests on systems,
subsystems, equipmenls, components, and parts.

NUMBER
MIL-STD-462
ment of
MIL-STD-463
EMI Technology
MIL-STD-469 Radar Engineering Design
Requirements, EMC
MIL-STD-633
Generator Standard Family
Characteristics Data Sheets
MIL-STD-704
| teristics and Ultilization of
MIL-STD-831 Test Reports, Preparation of
(cont'd)
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TABLE 2-7 (cont’d)
NUMBER TITLE SCOPE
MIL-STD-833 Minimization of Hazards of Criteria to be applied to the design of electroexplo-
Electromagnetic Radiation to sive devices (EED’s) and their application in sys-
Electroexplosive Devices tems. The purpose of this standard is to minimize
the hazards of electromagnetic radiation to EED’s.
Applies to the design, selection, and application of
EED’s and their firing circuits for all new develop-
ment programs of systems that use EED’s.
MIL-STD-1275 Electrical Circuit, 28 Volt DC Limits of transient voltage characteristics and
Transient Characteristics for steady state limits of the 28 V dcelectric power cir-
Military Vehicles cuits of military vehicles.
MIL-STD-1310 Shipboard Bonding and Ground- | Shipboard construction and equipment installa-

ing Methods for Electromagnetic
Compatibility

tion requirements and the practices necessary to
minimize the electromagnetic interference (EMI)
environment aboard Naval ships.

MIL-STD-1337

General Suppression System
Design Requirements for Porta-
ble Electric Hand Tools

Electromagnetic interference design requirements
for portable electric hand tools (metal or insulated
encasements or a combination thereof) having
functional or double insulation.

MIL-STD-1377

Effectiveness of Cable, Connect-
or, and Weapon Enclosure Shield-
ing and Filters in Precluding Haz-
ards of Electromagnetic Radia-
tion to Ordnance; Measurement
of

Provides a weapon developer or designer with
shielding and filter effectiveness test methods for
determing whether the particular weapon design
requirements of MIL-P-24014 have been properly
implemented. It is not intended to be a substitute
for full-scale electromagnetic hazards evaluation
tests of the weapon system, but rather an aid in de-
veloping a weapon system with a high probability
of successfully passing such environmental tests.

MIL-STD-1385

Preclusion of Ordnance Hazards
in Electromagnetic Fields; Gener-
al Requirements for

General requirements to preclude hazards result-

| ing from ordnance having EED’s when exposed to

electromagnetic fields. The nominal frequency
range covered by this standard is from 10 kHz to
40 GHz.

MIL-STD-1512

Electroexplosive Subsystems,
Electricaily Initiated Design
Requirements and Test Methods

Uniform design and qualification requirements
and test methods for the design, development, and
acceptance of all electroexplosive subsystems and
components.

MIL-B-5423

Boots, Dust and Water Seal (for
Toggle and Push-Button Switches
and Rotary-Activated Parts),
General

General requirements for molded silicone-rubber
boots for use on toggle and push-button switches
and rotary-actuated parts such as rotary switches,
variable resistance, capacitors, inductors, and
transformers. The boots protect the switch-actuat-
ing mechanism from sand, dust, water and other
contaminants, and seal the panel on which the
switches are mounted.

MIL-C-5

(cont’d)
2-20

Capacitors, Fixed, Mica-Dielec-
tric, General Specification for

General requirements for molded, dipped, and
potted mica dielectric, fixed capacitors intended
primarily for use in high-stability, low-loss radio-
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TABLE 2-7 (cont'd)

NUMBER TITLE SCOPE

frequency applications such as tuned circuits. This
is a graded specification covering ranges in tem-
perature coefficient, capacitance, tolerance tem-
perature, and vibration.

MIL-C-7078 Cable, Electric, Aerospace Vehi- | Electric cable for use in aerospace vehicles and
cle, General Specification for other applications for which its performance char-
acteristics are suitable. The types of cables covered
are unshielded-unjacketed, jacketed, shielded, and
and shielded and jacketed.

MIL-C-11693 Capacitors, Feedthrough, Radio | General requirements for established reliability
Interference, Reduction, AC & | (ER) and non-ER capacitors designed for opera-
DC (Hermetically Sealed in Me- | tion with alternating current (ac) and direct cur-
tallic Cases), General Specifica- | rent (dc), paper, metallized paper, and metallized
tion for plastic dielectric radio-interference reduction,
feedthrough capacitors, hermetically sealed in
metal cases, for use primarily in broadband, radio-
interference suppression application. Capacitors
meeting the established reliability requirements
specified herein have a maximum failure rate of
1%/1000 h. This failure rate is established with a
90% confidence limit based on the life test param-
eters specified and are maintained at a 10% pro-
ducer’s risk. An acceleration factor of 5:1 has been
used to relate the life test data obtained at 140% of
rated voltage (ac or dc) at the applicable high test
temperature to the rated voltage at the applicable
high test temperature, Styles CZ20, CZ25, CZ32,
and CZ33 contained herein are of a metallized
construction and should be used only in circuitry
in which high values of insulation resistance are
not essential, and in which occasional momentary
breakdowns can be tolerated.

MIL-C-12889 Capacitors, Bypass, Radio Inter- | Performance and general material requirements
ference Reduction, Paper Diclec- | for bypass radio-interference reduction, alternat-
tric, AC and DC (Hermetically | ing current (ac) and direct current (dc), paper-di-
Sealed in Metallic Cases), Gener- | electric capacitors, hermetically sealed in metallic
al Specifications for cases, for use primarily in broadband, radio-inter-
ference suppression application. In addition, this
specification indicates the ambient test conditions
within which the capacitors must operate satis-
factorily and reliably, These capacitors are suit-
able for operation over a temperature range of
—55°to +85°C.

MIL-C-13909 Conduit, Metal, Flexible; Shielded, electrical, flexible metal conduit. The
Electrical, Shielded conduit consists of a core of flexible metal tubing
with a covering of wire braid for use in military ap-
plications.
{cont'd)
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TABLE 2-7

(cont’d)

NUMBER

TITLE

SCOPE

MIL-C-25200

Cable Assemblies, Special Weap-
ons, Electrical, General Require-
ments for

Detailed requirements for the design, manufac-
ture, and testing of Air Force special weapons ca-
ble assemblies, including interconnecting cables.

MIL-C-45662

Calibration of Standards

| Establishment and maintenance of a calibration

system to control the accuracy of the measuring
and test equipment used to assure that supplies
and services presented to the Government for ac-
ceptance are in conformance with prescribed tech-
nical requirements.

MIL-E-6051

System EMC Requirements

Overall EMC requirements for systems, including
control of the system electromagnetic environ-
ment, lightning protection, static electricity, bond-
ing, and grounding. It is applicable to complete
systems, including all associated subsystems and
equipments. Requirements for the overall integra-
ted EMC program for the system. This includes
the necessary approach, planning, technical criter-
ia, and management controls, and is based on the
requirements in this specification, other specifica-
tions, statement of work, and other applicable
contract documents.

MIL-E-7080

Electric Equipment, Aircraft,
Selection and Installation of

Requirements for the installation and selection of
electric equipment in piloted aircraft. Electric
equipment includes electric power generation and
utilization equipment, and control and protective
devices.

MIL-E-45782

Electrical Wiring, Procedures for

Fabrication and termination of shielded electrical
harness and cable assemblies and the wiring of
electrical and electronic circuits of subassemblies
used in missile systems.

MIL-F-15733

Filters, Radio Interference,
General Specifications for

General requirements for current-carrying filters,
ac and dc, for use primarily in the reduction of ra-
dio noise.

MIL-F-18327

Filters; High Pass, Low Pass;
Band Suppression, and Dual
Functioning, General Specifica-
tions for

General requirements for passive frequency-selec-
tive networks over the frequency range of 0 to 50
MHz for use in electronic and communication
equipment. It does not cover filters weighing more
than 50 Ib or requiring rms test voltage ratings
greater than 5000 V. Also, it does not cover inter-
ference reduction, brute-force filters; pulse-form-
ing or resistive-capacitance networks; IF and RF
transformers and coils.

MIL-F-19207

Fuseholders, Extractor Pose
Type, Blown Fuse, Indicating
and Nonindicating, General
Specifications for

Enclosed, panel mounted, extractor post type elec-
trical fuseholders, both blown fuse indicating and
nonindicating.

(cont’d)
2-22
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TABLE 2-7 (cont’d)

NUMBER TITLE SCOPE

MIL-1-6181 Interference Control Require- Design requirements, interference test procedures,
ments, Aircraft Equipment and limits for electrical and electronic aeronautical

equipment to be installed or in closely associated
with aircraft. The types of tests are:
a. Interference tests, measurement of conducted
and radiated emissions
b. Susceptibility tests.

MIL-R-9673 Radiation Limits, Microwave Requirements for the preparation and submission
and X-radiation, Generated by by a contractor of data describing and defining ra-
Ground Electronic Equipment dio-frequency power density and X-ray character-
(as Related to Personnel Safety) istics for ground electronic systems, subsystems,

equipments, components, and end items procured
by USAF. Furnishes guidance regarding permissi-
ble levels of exposure to X ray and provides for
submission of data.

— +

MIL-W-6858 Welding, Resistance: Aluminum, | Requirements for resistance spot and seam weld-
Magnesium, Nonhardening ing of the following nonhardening materials:
Steels or Alloys, Nickel Alloys, Group (a) - Aluminum, aluminum alloys, and
Heatresisting Alloys, and Titan- magnesium alloys
ium Alloys: Spot and Seam Group (b) - Steels, austenitic and ferritic and

precipitation hardening steels, nick-
el and cobalt base alloys
Group (c) - Titanium and titanium alloys.

MIL-HDBK-162 | United States Radar Equipment | Technical and functional descriptions, installation
considerations, and reference data for operational
ground, airborne, and shipborne radar equipment
used within the Department of Defense. Radar
equipment described is limited to the *‘radar set”
or “end item” level. The Joint Electronics Type
Designation System (JETDS) was used as a guide
to select the type of radar equipment. With a few
exceptions, only “P” and “S” “Type of Equip-
ment” indicator letter codes are included.

MS-25384 [ Plug, Fuel Nozzle, Grounding Details the design of electrostatic discharger jump-
er, fuel nozzle-to-aircraft,

MS-33645 Receptacle Installation, Fuel Details the method of installing the grounding re-

Nozzle Jumper, Aircraft ceptacle to be used with the electrostatic discharg-

er jumper described in MS-25384.

SAE-ARP-936 Ten-pgF Capacitor Requirements of a special purpose 10-¢F feed-
through capacitor to be used in series with the
power line to an electrical or electronic device dur-
ing EMI tests,

SAE-ARP-958 Measurement of Antenna Method and technique for the checkout and cali-
Factors bration of electromagnetic interference measure-
ment antennas. This applies to conical logarithmic

(cont’d)
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TABLE 2-7

(cont’d)

NUMBER TITLE

SCOPE

spiral antennas as described in USAF drawings:
6214040 200 to 1000 MHz
62J4041 1to 10 GHz

SAE-J551
Radiation from Motor Vehicles
(20 to 1000 MH2z)

Measurement of Electromagnetic

Test procedures for the measurement of electro-
magnetic radiation from motor vehicles and limits
to insure that their operation does not seriously in-
terfere with radio communications and other elec-
tronic equipment. This covers all emissions from
all sources, except short duty cycle equipment in
the frequency range 20-1000 MHz.

ANSICI National Electrical Code

Electric conductors and equipment installed within
or on public and private buildings or other struc-
tures, industrial substations, mobile homes, recre-
ational vehicles, and other premises: conductors
that connect the installations to a supply of elec-
tricity; and other outside conductors on the prem-
ises.

system structure, shielding and twisting of conduc-
tors, anticipated electromagnetic and electrostatic en-
vironments

d. Circuit design for transient control: encom-
passing suppression of transients from inductive
sources, suppression of contactor transients, and
surge limiting within the system power profile.

e. Circuit design for radiated signal control: en-
compassing spurious signals from intentional radia-
tion sources, unintentional radiation sources, control
of response to radiated signals, projected intentional
radiated environment created by the system including
frequency allocation, antenna location, antenna
patterns, and signal levels.

f. Interference susceptibility prediction methods

g. Cable and/or conductor routing configuration,
which should encompass conductor separation and
isolation, and location of equipments and subsystems

h. Any special system EMC considerations which
bear upon design.

2-6.3 TEST PLANS

Test plans may include facilities and instrumenta-
tion required, description of test samples, test proce-
dures, test reports, and enumeration of tests such as
equipment, subsystem, development, production,
and operational tests. Test plans may be issued as
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supplements to the EMC Control Plan or as part of
the plan itself.

Separation into supplements is often desirable,
since many of the groups having primary interest in
testing — i.e., quality assurance, system test, produc-
tion test — are not associated organizationally with
design engineering, and may have no need for the
overall program documents. In addition, the final test
plan usually cannot be defined until design and
analysis have progressed to the point where firm
equipment designs are called out to allow exact tests
to be specified.

In drawing up plans for tests it should be recog-
nized that they can be conducted at three levels of
system development as follows:

a. Subsystem level. Tests are required to demon-
strate that subsystems (power supplies, transmitters,
receivers, electric generators, vehicles, etc.) meet
criteria given in MIL-STD-461.

b. System level. Tests are required in accordance
with MIL-E-6051 to demonstrate that the system will
operate without EMI.

c. Intersystem level, Tests are required to demon-
strate that the system will operate with other military
and civilian systems without EMI during training and
battlefield operations. General requirements are
called out in AR 11-13, and detailed requirements
may be obtained from the system project manager,
from the US Army Training and Doctrine Command
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(TRADOC), or from other Department of the Army
agencies.

The content of an EMI test plan is shown in
Appendix C. For further details, see Ref. 6 and AR
70-10.

2-6.4 FREQUENCY ALLOCATIONS

One of the most important program life cycle ac-
tivities of communication-electronic materiel devel-
opment programs is the requesting and obtaining of
frequency allocations and assignments.

2-6.4.1 Initiating the RF Allocation Request

For C-E equipments “‘Application for RF Allo-
cation” form DD 1494 must be submitted at specific
life cycle management model (LCSMM) phases (see
par. 2-7) as follows:

Phase Action Required

Conceptual Apply for experimental RF

spectrum allocation

Validation Apply for developmental RF
spectrum allocation
Full-scale Apply for frequency assignments

development
(See AR 15-14, AR 71-1 for details.)

2-6.4.2 Request Processing

In the Department of the Army (DA) the requests
follow the flow shown in Fig. 2-5. Form DD 1494
goes via appropriate command channels to the Depu-
ty Chief of Staff for Operations and Plans (DCSOPS)
who either processes the request at that level or
passes it on to the Spectrum Planning Subcommittee
(SPS) of the Interdepartment Radio Advisory Com-
mittee (IRAC) for action. (See AR 105-16 for de-
tails.)

The Federal Communications Commission (FCC)
frequency planning is shown on the right side of Fig.
2-5. FCC line responsibility is to Congress, while
Department of Defense (DoD) is to the President,
and liaison between DoD spectrum management and
the non-Government spectrum management (FCC) is
via FCC representation of IRAC.

2-6.4.3 DCSOPS Partial Function Summary

In accordance with AR 10-5, the Deputy Chief of
Staff for Qperations and Plans (DCSOPS) has Army
General Staff responsibility for radio frequency man-
agement throughout the Department of the Army, as
follows:

a. Army policy and procedures for processing RF
allocation requests
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b. Advising on frequency matters during all stages
of Army materiel development

¢. Department of the Army staff management of
the use of the electromagnetic spectrum

d. Coordination and processing of Army RF
allocations with the Joint Frequency Panel of the
Military Communications-Electronics Board
(MCEB)

€. Management of the Army Electromagnetic
Compatibility Program.
Further details may be found in AR 105-16.

2-6.4.4 SPS Partial Function Summary

The SPS is responsible for carrying out those func-
tions that relate to planning for the use of the elec-
tromagnetic spectrum in the national interest, in-
cluding the apportionment of spectrum space for the
support of established or anticipated radio services,
as well as the apportionment of spectrum space
betweeh or among Government and non-Govern-
ment activities,

The SPS consists of a representative appointed by
each of the following member departments and agen-
cies:

Agriculture

Air Force

Army

Atomic Energy Commission

Coast Guard

Commerce

Federal Aviation Admin.

General Services Admin.

Health, Education & Welfare

Interior

Justice

National Aeronautics & Space Admin.

Navy

State

Treasury

United States Information Service

Liaison between the SPS and the FCC is effected
by a representative appointed by the Commission to
serve in that capacity.

2-6.4.5 IRAC Function Summary

IRAC reports to the Assistant Director for Fre-
quency Management, OTP. It consists of a repre-
sentative appointed by each of the departments and
agencies listed in par. 2-6.4.4, except Commerce. Its
mission is to assist the Director of OTP in the dis-
charge of his responsibilities pertaining to the use of
the electromagnetic spectrum, especially in assigning
frequencies to US Government radio stations and in
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Figure 2-5. Authority and Processing of RF Spectrum Applications

developing and executing policies, programs, proce-
dures, and technical criteria pertaining to the alloca-
tion, management, and use of the spectrum. In addi-
tion to the SPS, the IRAC’s substructure consists of
the Frequency Assignment Subcommittee (FAS), the
Technical Subcommittee (TSC), the International
Notification Group (ING), and the Secretariat.

2-6.4.6 OTP Function Summary

Subject to the authority and control of the Presi-
dent, the Director of OTP develops and sets forth
plans, policies, and programs with respect to tele-
communications that promote the public interest,
support national security, sustain and contribute to
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the full development of the economy and world trade,
strengthen the position and serve the best interests of
the U.S. in negotiations with foreign nations, and
promote effective and innovative use of telecom-
munication technology, resources, and services.
Agencies consult with the Director of QTP to ensure
that their conduct of telecommunication activities is
consistent with the Director’s policies and standards.

2-6.5 INTERFERENCE PREDICTION

An integral part of materiel system planning is ap-
propriate scheduling of interference prediction. Seri-
ous interference possibilities must be foreseen and
predicted as early as possible in a system life cycle.
The EMC Control Plan defines and schedules the
prediction work, and funds must be budgeted for
analysis and prediction.

2-6.5.1

Interference possibilities are predicted and
described by modeling emitters and susceptors, iden-
tifying the coupling modes, and calculating the trans-
mission. Although the process is not difficult for a
single source and receiver, it becomes geometrically
more difficult as sources and receivers increase in
number. Typical procedures may include:

a. Theoretical analysis:

(1) Model the system (see Chapters 3, 4, and 5
for emitter, susceptor, and coupling data).
(2) Analyze the system using:
(a) Rule of thumb or comparison with
other systems
{b) Hand calculation
{¢) Computer analysis {(see Chapter 6).

b. Simulate all or parts of the system.

c. Measure each piece of the system, and do a
semitheoretical analysis based on measured results.
d. Observe the actual system during operation.

e. Use combination of two or more of the pre-
ceding techniques.

f. Recommend corrections (see Chapter 4).

Analysis Procedures

2-6.5.2 Applications of Interference Prediction

Each phase of a system life cycle requires appro-
priate analysis and prediction. Concept formulation
activity must not only predict problems to be en-
countered in later phases, but must use analytical
techniques to effect a judicious balancing and modi-
fication of system design, operating environment,
and system requirements. Succeeding phases must in-
clude analysis leading to prediction of the expected
EMI status of the next phase as well as the identifica-
tion of correction measures, if required.
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Testing and analysis in the later phases of the pro-
gram should verify and expand the prior analysis and
corrections. 1f an unforeseen interference occurs once
a system has been deployed, sufficient analytical and
test data should be available from the development
program to pinpoint quickly the source of trouble
and allow remedies to be applied offering the best
trade-off between cost and effectiveness.

The application and frequency of use of prediction
techniques, and the resulting decisions regarding cor-
rections, are important program management func-
tions directly involving system cost effectiveness.

Programs which do not fit the system life cycle
management model, such as research programs or
beyond the state-of-the-art developments, also
benefit from the use of EMI prediction techniques.
The impact of the EMI environment on such an ad-
vanced program, the impact of the program on po-
tential susceptors, as well as the normal internal pro-
gram EMI problems should be analyzed and
described. Advanced programs that have been appro-
priately analyzed, and for which prediction, correc-
tion, and test data are available — when converted to
operational hardware through the system life cycle —
tend to maintain a high system effectiveness and ex-
perience few expensive EMI fixes.

2-6.6 COST-EFFECTIVENESS
CONSIDERATIONS

Cost-effectiveness considerations must be part of
every program decision at every phase in the system
cycle. In order to maintain a proper balance between
the most elegant design and the greatest ease of fabri-
cation, between meeting a high standard of perform-
ance on the one hand and maintaining a frugal and
easily fabricated design on the other, it is necessary to
seek a reasonable trade-off between program cost
and program performance. The third variable of the
program triumvirate, time, customarily is converted
to dollars and included in the cost element. Fig. 2-6
shows typical relationships in a cost-effectiveness
model.

EMC control decisions are particularly susceptible
to the influence of cost-effectiveness trade-offs.
Analysis, tests, and corrections account for con-
siderable program expenses, and every effort must be
expended to apply the exact amount of expense
needed to achieve an appropriate measure of EMC.

Typical elements of the use of cost effectiveness in-
clude:

a. Setting the *‘tightness” of requirements beyond
those which are mandatory in designated specifica-
tions and standards, par. 2-5.4.




6T

SYSTEM
REQUIREMENTS .

TRADE

-OFF

PROPOSED
CONFIGURATIONS
SYSTEM
COSTS
EQUIPMENT
SOFTWARE
FACILITIES R & D
PERSONNEL MANUFACTURING
OPERAT ION INVESTMENT
MAINTENANCE OPERATIONS
LOGISTICS
PROBABILITY
OF EMI
SYSTEM
EFFECTIVENESS
COST OF EMC

Figure 2-6. Cost-Effectiveness Model for Selecting a Configuration

COST-EFFECTIVE
CONSIDERATIONS

0T¥-90L d-WOJNVQ



DARCOM-P 706-410

b. Establishing the size of the EMC program with-
in the system program

¢. Selecting EMC design criteria

d. Selecting the most appropriate prediction/
analysis method

e. Selecting the best solution (design, component,
manufacturing, installation) to an EMI problem.

To establish the risk of EMI failure in terms of
dollars, it is necessary to do a risk analysis which will
establish potential EM1 failure modes, cost penalty of
the failure, and the probability of failure. Once the
analysis is complete and an appropriate matrix pre-
pared, the cost penalty multiplied by the probability
of failure will give the dollar risk for the potential
failure.

The task of establishing EMC program costs is not
difficult when costs are limited to such readily
measurable items as engineering labor, technician
labor, consultants, test time, equipment, facility
costs, and overhead. However, costs must also be
estimated and included for such induced expenses as:

a. Labor applied by engineering, test, and quality
assurance personnel, other than EMC personnel, to
EMC activities.

b. tmpact of EMC plans and reports on other pro-
gram costs

c. Design review time devoted to EMC

d. [mpact of EMC tests on other program costs.

Mathematically, the trade-off point exists when the
incremental risk cost equals the incremental EMC
program cost. However, in the face of the many un-
predictable program elements, the trade-off should
be taken only as a guide, and the final decision
regarding the magnitude of the EMC program should
be made by the Program Manager.

2-7 EMC PROGRAM
IMPLEMENTATION

Major and nonmajor system life cycles require that
actions be carried out, decisions made, documenta-
tion prepared, and program milestones met. EMC ac-
tivities and decisions are important life cycle func-
tions. Specific EMC decisions to be made during the
LCSMM phases must be identified, described, and
scheduled to meet the over-all program require-
ments. EMC decision points may be selected and
defined by systematically analyzing the program as
shown in Fig. 2-7. A detailed presentation of the
EMC Decision process is given in Ref. 8.

2-7.1 EMC DECISIONS DURING SYSTEM

LIFE CYCLE (REF. 8)

The discussion of life cycle actions and EMC
decisions which follows takes up each LCSMM phase
in turn as shown in Figs. 2-8 and 2-9. The distinction
between major and nonmajor systems is made where
an important difference exists.

2-7.1.1 Conceptual Phase

The conceptual phase of the LCSMM begins with
approval of a required operational capability by
Headquarters, Department of the Army (AR 15-14,
AR 71-1).

For all tactical comand, control, and communica-
tion equipments, DoD Directive 4630.5 requires that
DA coordinate the requirement with the other ser-
vices and provide a record of this coordination to the
Joint Chiefs of Staff (JCS).

EMC DECISIONS

1
Application of EMC

(Par. 2-7.2)
I |
Documentation Program Milestones
Requirements Requirements

(Par. 2-7.3)

(Par. 2-7.2.1)

Guidance Categories
(Par. 2-7.2.2)

Analysis of Depth
of Guidance
(Par. 2-7.2.3)

Examination of
EMC Selection
Factors
(Par. 2-7.2.4)

Figure 2-7. EMC Decision Process
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In the case of major programs, and if the program
requires Office of Secretary of Defense (OSD) ap-
proval, the principal action required during the con-
ceptual phase is the preparation of a Development
Concept Paper (DCP); otherwise a Program Memor-
andum (PM) (AR 15-14) is required. The DCP or
PM. prepared by a special task force convened at the
direction of the Chief of Staff, must define mission
profiles and bands of performance and identify
critical issues associated with EMC, The DCP or PM
is used as the basis for the first Army Systems
Acquisition Review Council review (ASARC-1) (and
the first Defense Systems Acquisition Review Coun-
cil review (DSARC-1), if required), which terminates
the conceptual phase of the LCSMM.

For nonmajor systems the principal action
required is preparation of the Development Plan
(DP) by the materiel developer to include system and
subsystem characteristics and a specific paragraph on
EMC which requires quantitative statements of EMC
requirements and plans for achieving these require-
ments (AR 70-27). This action occurs later in the
LCSMM for major systems. The conceptual phase
for nonmajor systems terminates with the feasibility
in process review (IPR).

The major milestones in the conceptual phase for
C-E equipments which are designed to use the elec-
tromagnetic spectrum are preliminary selection of the
frequency band, including frequency supportability
considerations; type of modulation, channelization,
and other principal characteristics of the system; and
submission of an application for an experimental RF
spectrum allocation. These actions are required for
evaluation of EMC feasibility for the IPR, ASARC,
or DSARC review and to satisfy DoD Directive
4630.5 on compatibility and commonality of equip-
ment.

For non-C-E systems and C-E systems which are
not designed to utilize the radio frequency spectrum,
a determination of system technical characteristics is
required to a level of detail adequate to permit
evaluation of potential unintentional receptor sus-
ceptibility or unintentional radiation interference.

Thus, in the conceptual phase, there are two
critical EMC decisions:

*1. Select preliminary equipment characteristics
and ascertain frequency supportability.

2. Apply for experimental RF spectrum allocation
(sec par. 2-1.1).

2-7.1.2  Validation Phase

The validation phase begins for major programs
after ASARC-I approval to begin prototype devel-

*Numbers correspond to EMC Decisions, Tables 2-7 and 2-8.

opment — for nonmajor systems after the feasibility
IPR.

Principal activities during this phase include com-
pletion of the development plan (DP) (if major
system), prototype development, first development
test (DT-1), the initial operational test (OT-I), and the
validation IPR (nonmajor systems) or ASARC-II
(major systems).

Major milestones include award of the prototype
development contract; preparation, coordination,
and approval of test plans for DT-I and OT-I; review
of test reports; and ASARC/DSARC review (IPR
for nonmajor systems) of the prototype development
program to determine whether to proceed with full-
scale engineering development.

EMC considerations or actions during the valida-
tion phase include preparing the EMC-related por-
tion of the equipment performance specifications for
the prototype equipments, developing plans for the
EMC portion of development and operational tests,
reviewing results of EMC testing as part of DT-I and
OT-1, and verifying that potential EMC problems
have been averted or can be expected to be resolved
during engineering development. Prior to ASARC-
II/DSARC-II, the application for a developmental
frequency allocation must be made. Thus, three
critical EMC decisions are required in the validation
phase:

3. Determine prototype equipment specifications.

4. Verify prototype equipment performance.

5. Apply for developmental RF spectrum alloca-
tion (see par. 2-1.1).

2-7.1.3 Full-scale Development Phase

The full-scale development phase begins after an
ASARC-I1/DSARC-II or validation IPR decision to
enter into full-scale development. Principal activities
in this phase are the engineering development of the
system or equipment, development testing (DT-II),
operational testing (OT-I1) and, for major
systems/programs, ASARC-l1la/DSARC-Ila; for
nonmajor systems, development acceptance IPR,
low-rate initial production (IP), development testing
DT-I11, operational testing (OT-III), and finally pro-
duction approval by ASARC-III/DSARC-III or a
production validation IPR.

Major milestones include award of the engineering
development contract, approval of test plans for DT-
I1 and OT-II, review of test reports for DT-II and
OT-1l, approval for initial production by ASARC-
[la/DSARC-IIa or development acceptance IPR,
award of [P contract, approval of test plans for DT-
ITI and OT-III, review of DT-1II1 and OT-III test
reports, and approval of full-scale production in
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ASARC-IITI/DSARC-IIT or production validation
IPR.

EMC considerations and actions include preparing
EMC portions of equipment development specifica-
tions, preparing EMC portions of test plans for DT-
I and OT-II, reviewing EMC test results, verifying
that EMC performance of developmental equipment
is satisfactory, preparing EMC portions of equip-
ment specifications for initial production, preparing
EMC test requirements for DT-IIl and OT-III,
reviewing DT-IIl and OT-III test results, and
verifying that the system or equipment is ready for
production from an EMC viewpoint.

During the initial production (IP) phase of the pro-
gram, applications must be made for operational RF
spectrum allocations based on previously ascertained
FS data. Prior to DSARC-III, which authorizes full-
scale production, DA approval of organization-
equipment authorization document and training
material — including table of organization and
equipment (TOE), technical manuals (TM), and
field manuais (FM) — is required in order to provide
time for publication and use prior to introduction of
the equipment to the field.

Application for frequency assignments, also keyed
to current inputs on FS feasibility, should be made
immediately after ASARC-III/DSARC-III or the
production validation IPR.

Thus, there are seven critical EMC decisions/ac-
tions in the full-scale development phase of the
LCSMM:

*6. Determine developmental equipment specifi-
cations.

7. Verify developmental equipment performance.

8. Apply for operational RF spectrum alloca-
tions.

9. Determine IP equipment specifications.

10. Approve TOE and training material.

11. Verify 1P equipment performance.

12. Apply for frequency assignments,

2-7.1.4 Production and Deployment Phase

The production and deployment phase of the
LCSMM begins after ASARC-III/DSARC-III or
production validation IPR decision to enter into full-
scale production.

Principal activities in this phase include the pro-
duction of the system or equipment; publication of
field manuals, technical manuals, tables of organiza-
tion and equipment; resident training; introduction

*Numbers correspond to EMC Decisions. Tables 2-7 and 2-8.
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of the system or equipment into the field; unit train-
ing; operational use of the system or equipment; and
finally disposal.

Major milestones include award of the production
contract; publication of FM, TM, and TOE; achiev-
ing initial operational capability (I0C); identifying a
requirement for a new or revised system of equip-
ment; and finally replacement or disposal.

EMC considerations and actions include preparing
EM portions of the production equipment specifica-
tions and verifying performance by review of opera-
tional performance reports and reports of inter-
ference or electronic warfare (meaconing, intrusion,
jamming, interference: MIJI).

The following are the critical EMC decisions in the
production and deployment phase of the LCSMM:

3. Determine production equipment specifica-
tions.

14, Verify operational equipment performance.

2-7.1.5 Summary

Of the fourteen EMC decisions/actions identified
as critical, it is clear that all of them apply to both C-
E and non-C-E equipment with the exception of
those concerned with radio frequency spectrum
allocation and frequency assignment.

Timing of the decisions has not been fixed precise-
ly: in fact, the timing will vary and must be es-
tablished as a part of the development plan. Thus, in
the conceptual phase, selection of preliminary equip-
ment characteristics will be made on the basis of per-
formance requirements stated in the required
operational requirements and must be made prior to
the determination of feasibility in ASARC-
I/DSARC-I or the feasibility IPR. EM decisions on
equipment specifications must be made prior to
award of prototype, development, initial produc-
tion, or production contract bid solicitation. Ob-
taining FS supporting data for experimental,
developmental, and operational RF spectrum
allocations must be accomplished early enough to
permit timely applications, planning for tests, and to
be considered as a factor in equipment parameter
selection. Verification of equipment performance in
the validation, full-scale development, and produc-
tion and deployment phases of the LCSMM depends
upon DT and OT test results and must be ac-
complished prior to ASARC or IPR action.

2-7.2 GUIDANCE CATEGORIES

EMC decisions during the LCSMM are deter-
mined by analysis of program milestones and pro-
gram document requirements, as well as by an
evaluation of a group of EMC guidance categories
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which serve as a standard grouping of EMC informa-

tion (see Fig. 2-7). The information in the guidance

categories is based upon EMC selection factors which
make use of comparisons of similar programs and
upon evaluations of depth of guidance required.

2-7.241

Program Milestones

A typical relationship between EMC decisions,
LCSMM phase, and LCSMM program milestones is
shown in Table 2-8. It is apparent that EMC

TABLE 2-8. EMC DECISIONS IN RELATION TO LCSMM MILESTONES

LCMM PHASE

LCMM MILESTONES

EMC DECISIONS

Conceptual Future Requirements Approval 1. Select preliminary equipment charac-
teristics and ascertain frequency sup-
portability.

ASARC-I, Feasibility IPR 2. *Apply for experimental RF spec-
trum allocation.

Validation Prototype Contract 3. Determine prototype equipment.

DT-1
OT-1
4. Verify prototype equipment perform-
ance.
5. *Apply for developmental RF spec-
trum allocation.
ASARC-II, Validation IPR
Full-scale 6. Determine developmental equipment
Development Development Contract specifications.
DT-I1
OT-1l
7. Verily development equipment per-
formance.
ASARC:-IIa, Development Acceptance
IPR
8. *Apply for operational RF spectrum
allocation.
9. Determine 1P equipment specifica-
tions.
IP Contract
10. Approve TOE and training material.
DT-III
OT-11
11. Verify IP equipment performance.
ASARC-III Production Validation IPR
12. *Apply for frequency assignments.
Production and 13. Determine production specifications.
Deployment Production Contract
Publication of FM, TM, TOE
Initial Operational Capability
14. Verify operational equipment per-

Requirement for new/modified materiel
Disposal

formance.

*Not required for non-C-E equipment; frequency assignment must be obtained for all equipment which requires an RF allocation before
any radiation is permitted.

2-35



DARCOM-P 706-410

decisions must be made in the proper time sequence
to support LCSMM activities primarily associated
with EMC, It is not so apparent that other system
decisions, such as system power levels, are not pri-
marily EMC oriented but may be influenced heavily
by EMC decisions and therefore must be considered
in the decision process.

2-7.2.2 EMC Guidance Categories

Fourteen categories of EMC information have
been identified to assist in EMC program decisions.
These guidance categories are:

1. C-E System Feasibility and Performance Re-
quirements. Supports preliminary evaluations and
analyses of the ability of candidate C-E equipment
and system concepts to achieve the system perform-
ance specified by requirements, such as required
operation characteristics, within given technical, mis-
sion, and environmental constraints.

2. Command and Organizational Principles.
Assessments of the impact of EMC factors on the
development of organization and command prin-
ciples of a combat force.

3. System Operational Factors. Equipment and
system EMC performance data to assist in evaluating
system operational performance.

4. Economic Assessment. Cost comparisons, life
cycle costing analyses, cost-benefit analyses, and
similar economic assessments in connection with
equipment or system development.

5. Electromagnetic Environment Evaluation.
Available frequency spectrum resources and RF
power flux densities and/or EM field distributions as
functions of frequency, time, and space coordinates.

6. Natural Environmemt Evaluation. Terrain,
meteorological, and other physical factors which can
affect the performance of C-E equipment.

7. Hazard Evaluation. Potential hazards to elec-
trical equipment, munitions, electroexplosive devises,
personnel, and ecology due to specified electromag-
netic emissions.

8. Equipment and Performance Characteristics.
Circuit, equipment, and subsystem performance pa-
rameters.

9. Conformance to or Waivers of EMC Standards
or Specifications. Determination that equipments or
equipment designs conform or do not conform to the
EMC portions of military standards or specifica-
tions; and determination of whether to request
waivers of specific equipment requirements.

10. Spectrum Signatures. Time and frequency-
dependent amplitude response and phase character-
istics of an electromagnetic emitter.
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11. Measures of System Effectiveness. Determina-
tion of how well a specified combination of equip-
ments, links, or networks provides a system function
for C-E support of deployed forces.

12. Site Survey and Selection. Electrical, physical,
and topographic characteristics of one or more sites.

13. EMC Training Data. Technical data, designs
of training equipment, analysis techniques, com-
putational aids, and curricula to ensure properly
balanced emphasis on EMC in all formal training
courses on concept, doctrine, operation, and main-
tenance of C-E equipment subsystems, and systems,
including preparation and evaluation of MIJI re-
ports.

14. MIJI Report Analysis. This category of EMC
guidance information consists of evaluations of the
sources and types of reported interference.

Table 2-9 shows EMC guidance categories being
used to select and define EMC decision points in a
typical program.

2-7.2.3 Depth of Guidance

Preparation of material for each EMC guidance
category entails gathering information, and the effort
needed in each case depends on a number of circum-
stances and requirements. The depth of EMC
guidance required in the various guidance cate-
gories, in terms of needed effort and resulting infor-
mation, can be characterized by:

a. Total time and resources expended.

b. Complexity of required imput parameters and
associated analytic techniques employed.

c. Level of detail of EMC information obtained.

d. Resolution and accuracy of EMC information
obtained.

The following circumstances must be considered:

a. State of finalization of C-E system parameters
and of input data

b. Detail, resolution, and accuracy demanded by
the documentation, decision, or action that the EMC
guidance information is intended to support

c. Availability of prior substantiating or related
EMC guidance information

d. Confidence in the available analytic techniques,
in terms of the intended application. For example,
the accuracy with which the characteristics of the EM
environment are determined has a different payoff
for a hazard investigation than for a computer-
simulated EMC study.

e. Ready availability of inexpensive analytic tech-
niques. For example, a developer may use a
computer-aided EMC analysis methodology which
provides much greater accuracy and detail than he
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TABLE 2-9. EMC GUIDANCE CATEGORIES THAT MAY BE REQUIRED FOR
EMC DECISIONS/ACTIONS

EMC DECISIONS/ACTIONS WITHIN LCSMM PHASES

EMC GUIDANCE CATEGORIES
123456789 ([10]11]|12]13 |14

Conceptual phase:
1. Select preliminary equipment characteristics
and ascertain frequency supportability
2. Apply for experimental RF spectrum allocation

Validation phase:

3. Determine prototype equipment/specification
4. Verify prototype equipment performance

5. Apply for developmental RF spectrum allocation

Full scale development phase:

6. Determine developmental equipment specifications

7. Verify development equipment performance
8. Apply for operational RF spectrum allocation
9. Determine IP equipment specifications

10. Approve TOE and training material

11. Verify IP equipment performance

12. Apply for frequency assignments

Production and deployment phase:

13. Determine production specifications
14. Verify operational equipment performance

> X
> X
X X
> XK
> X

> X
> X
> X
> KX
> X
> X
> X

> X
> X
X X XX

XK MK
X X XX
bele’

>
P I e

> X

> X
> X
>
X

requires, when the model is readily available and
costs less than simpler analytic techniques.

Within the preceding rationale, the depths of
guidance will, in general, increase with succeeding
LCSMM phases. The three depths of guidance are
somewhat arbitrarily defined as follows:

a. Basic. Guidance is needed to select tentative C-
E equipment characteristics. Application of planning
factors and rules of thumb is sufficient. The EMC
guidance information provided to the developer is
expressed in broad, tentative, and general terms.

b. Detailed. Guidance is needed for firmer deci-
sions on C-E equipment characteristics. Prototypes
or development models are available. Theoretical
data are validated with the use of computer-aided
techniques or measurements on simplified develop-
ment models.

¢. Very Detailed. Guidance is needed to aid in
making final decisions concerning equipment pa-
rameters, BOI, and operational use. Precise analytic
techniques are required including comprehensive and
detailed error and sensitivity analyses.

2-7.2.4 EMC Selection Factors

EMC selection factors are used to influence the
selection of EMC guidance categories and the depth

of detail of the information required within a
guidance category. They are judgment aids rather
than precise rules for determining the required EMC
guidance information. The four EMC selection fac-
tors are:

A. Functions of the C-E portion of a system (func)

B. System type

C. Basis of issue (BOI), site selection, and deploy-
ment

D. Evolutionary versus technologically new
development (evol/new).
Each factor is described in the paragraphs that
follow.

2-7.2.4.1 Factor A, Functions of the C-E Portion of a
System (func)

This EMC selection factor is concerned with the
overall functions of the system under development,
and particularly the functions of its C-E portions.
The following fourteen C-E system functions are es-
tablished, with abbreviations as indicated:

1. Surface-to-surface weapon system (SSWS)
2. Surface-to-air weapon system (SAWS)

3. Air-to-surface weapon system (ASWS)

4. Air-to-air weapon system (AAWS)
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5. Counter mortar-counterbattery system (CM/
CB)
6. Communication system (comm)
7. Electronic warfare system (EW)
8. Tactical data system (TDS)
9. Navigation and IFF system (nav/IFF)

10. Simple combat surveillance and target acquisi-
tion system (simple CSTA)

I1. Variable time fuzes (VT fuze)

12. Complex combat surveillance and target
acquisition system (complex CSTA)

13. Unintended C-E or non-C-E receptor unit (un-
int rec)

14. Unintended C-E or non-C-E emitter (unint
emit).

The application of Factor A (func) is primarily to
establish the over-all general pattern of EMC support
requirements, rather than for specifying the detailed
data to be obtained in each EMC guidance category.
The general pattern of EMC support requirements
for a development that involves one of the first 12
system functions should be in line with that of
previous experience with developments that involve

this function. Prior Army developments of C-E
equipments with the same function have patterns of
EMC support in the various EMC guidance cate-
gories that can be used as a checklist.

2-7.2.4.2 Factor B, System Type

The systems involved in the 14 system functions
listed under EMC selection Factor A can be classified
into five distinctive types. Each of these types in-
cludes system functions that are technically similar.
The relationships between these system types and the
previously defined functions are shown in Table 2-10,
along with descriptions of the major composition of
each system type in terms of system subfunctions.

The usefulness of these broad definitions of system
types is that the developer can now rapidly establish a
framework within which to specify detailed EMC
guidance requirements in terms of technical system
characteristics. From prior experience with these
system types, the significance of high emitted power
requirements, directional versus omnidirectional

TABLE 2-10. RELATION OF SYSTEM TYPES TO SYSTEM FUNCTION
AND COMPOSITION

SYSTEM TYPE SYSTEM FUNCTION  SYSTEM COMPOSITION
1 (a) SSWS Weapons
(b) SAWS Sensors
(c) ASWS Transmission/reception
(d) AAWS Processors
11 {(¢) Comm
(h CM/CB Baseband generator
() EW Data entry (modulation)
(h) TDS Transmission /reception
() Nav/IFF Demodulation
() Simple CSTA Display/readout
(k) VT fuze
111 (1) Complex CSTA} Complex platform with sensors,
communications, processors
(multiple site)
v (m,n: non-C-E) Munitions
Unint rec/emit} Humans
Animals

A% (m.n: C-E)

Ecological systems
Other non-C-E systems

Unintended emission
Unintended reception {C—E system
Spurious emanation
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antenna, high versus low information rate require-
ments, high versus low operating duty cycles, recep-
tion requiring high signal/noise contrast ratios, elec-
troexplosive devices and other power-density sen-
sitive components, etc., can be readily recognized.
The technical characteristics and performance re-
quirements can then be reflected in narrowing the
selection of guidance categories and determining the
depths of guidance required as an input for EMC
decisions.

Systems in the same type classification generally
share the need for the application of similar planning,
analysis, measurement, and test methodologies, even
if the data resulting from other EMC support ac-
tivities are not directly applicable to the developer’s
needs, This can offer the developer broader insights
into the applicability of available techniques, and
their payoffs and costs than can reference to the more
restricted range of choices available through selection
Factor A.

2-7.2.4.3 Factor C, Basis of Issue (BOI),
Site Selection, and Deployment

The BOI, site selection, and deployment determine
the impact that an equipment will have on the EM
environment in the field army. A sufficiently large
number of equipments densely deployed in the mis-
sion area tend to be self-)amming. The actual de-
ployment and use of the equipment, as specified by
doctrine reflected in TOE unit organization descrip-
tions and DA field manuals, also impact on EMC
analysis requirements.

The BOLI, site selection, and deployment factor has
a major impact on planning for the use of inter-
ference models and may be summarized in terms of
the complexity with which the various EMC analysis
techniques are employed. When a substantial number
of C-E radiators or receivers are deployed in the mis-
sion area, and their performance may be affected by
many friendly or hostile equipments in the same area,
the developer must consider the use of analytical
techniques which will take these wide-area effects
into account. The need for a full computerized simu-
lation of the field army and the hostile threat is not
necessarily implied by this requirement, for rules of
thumb or planning factors may be applicable to this
case, depending upon circumstances considered in
par. 2-7.2.3, “Depth of Guidance”.

However, the BOI for a new C-E equipment may
result in a sparse distribution compared to other
radiators which already have been fielded. In this

case, some EMC information categories may either
be omitted entirely, or may be broad and general.
Hazard evaluations and economic assessments are
examples of categories which may be omitted or
receive more general treatment if the radiators have
modest BOI's and emit low powers.

2-7.2.4.4 Factor D, Evolutionary vs Technologically
New Development (evol/new)

An equipment or a system development may be
evolutionary, i.e., it may involve only changes in
equipment characteristics such as weight and cube, or
reliability and ease of operation and maintenance.
Operational changes may consist of modest im-
provements in communication or radar ranges, quali-
ty or resolution of received signals, or more suitable
pulse repetition frequencies. In contrast to such evo-
lutionary development, a development may be tech-
nologically new. A technologically new development
may result in the capability to satisfy a new mission
requirement, or it may include radical innovations in
circuit design of components which result in sub-
stantial improvements in performance.

In the case of an evolutionary development, there
may be relatively minor and predictable EMC prob-
lems, requiring only a few EMC guidance informa-
tion categories. Opportunities for using the results of
previously conducted EMC analyses may be con-
siderable if the changes incorporated in the new
equipment are primarily internal upgradings to
reflect improved component technology. However,
for a technologically new development, the effects of
EMC guidance requirements must be assessed in-
dividually for each information category. The oppor-
tunities for use of the prior EMC analytical results on
similar systems, as in the case of Factors A and B,
will be substantially fewer than for evolutionary
development cases.

2-7.3 PROGRAM DOCUMENTATION

LCSMM flow charts, Figs. 2-8 and 2-9, show the
time phasing for the preparation of typical material
development documents. In order to have the appro-
priate EMC data available for the documents, EMC
decision points must have been achieved, and appro-
priate EMC guidance category information collected
on schedule. Table 2-11 shows the EMC guidance
category information required for the principal
material development documents of a typical pro-
gram.
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TABLE 2-11.  EMC GUIDANCE CATEGORY INFORMATION REQUIRED FOR THE PRINCIPAL
MATERIEL DEVELOPMENT DOCUMENTS
MATERIEL DEVELOPMENT DOCUMENTS 1
EMC GUIDANCE CATEGORY | Speetrum T
DP | BR* | DCP | CFP | BOIP | CTP |QQPRI| Alloc. FM | T™
. i Request
— . ——— S | SR ,%_,- SO R
1. C-E system feasibility and per- : ! , | , i
formance requirements [ x X X X X CoX
2. Command and organizational | | i
principles R X X X X lox : x| % X
3. System operational factors .I X X X X X L X X X X
4. Economic assessment o X X i '!
1
5. Electromagnetic environment : i
evaluation X X l X X X 70X X X x|
6. Natural environment evaluation X X | | fox X X o
7. Hazard evaluation [ox X A : b Y X
8. Equipment and performance !
characteristics ox o x X X A : b b X
9. Conformance 1o or waivers of l |
EMC standards or specifica- | l !
Yions X Y ) A
10. Spectrum signatures } " X X X
11. Measures of system
effectiveness X X X X |
12, Site survey and selection . { X X X
13. EMC training data | X | X X X
14. M1}l report analysis | x J | X X X
| | A |

[

istics.
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APPENDIX A
OUTLINE OF CONTENT OF EMC PROGRAM PLAN (REF. 6)

A-1 INTRODUCTION

1. Purpose of plan

2. Scope of program

3. Description of system, subsystem, or equip-
ment.

A-2 ORGANIZATION AND
RESPONSIBILITIES

1. Contractor responsibilities
1.1 Interface with procuring activity
1.2 Key personnel
1.3 Line and functional organization
1.4 EMC advisory board (EMCAB)
1.5 Facilities
2. Subcontractor responsibilities
2.1 Interface with prime contractor
3. Coordination between prime contractor and
subcontractors (how, when, and with whom?)
4. Reporting of problems to procuring activity and
how such problems are to be handled within com-

pany.
A-3 EMC MILESTONES

A-4 APPLICABLE EMC DOCUMENTS
AND REQUIREMENTS

1. Military
2. Company
3. Other.

A-5 EMC ENGINEERING ACTIVITIES

1. Application of applicable documents
2. Design review and schedules

3. Degradation criteria

4. Safety margins

5. Radiation hazard considerations
6. Frequency allocations.

A-6 EMC DESIGN CRITERIA

1. Design techniques to preclude EMI (bonding,
grounding, shielding, cable separation, etc.)

2. Precautions to preclude spurious emanations,
responses and unwanted resonances

3. Precautions to conserve frequency spectrum

4. Consideration of operational electromagnetic
environment

5. Utilization of suppression techniques.

A-7 PREDICTION OF PROBLEM
AREAS

1. Description of prediction and analysis tech-
niques to be employed

2. Identification of aperational problems antici-
pated

3. Proposed solutions for problems.

A-8 EMC TESTING FOR
SYSTEMS, SUBSYSTEMS,
AND EQUIPMENT

. Engineering development
. First article

. Acceptance

. Integration

5. Spectrum signature.

A-9 DOCUMENTATION AND
SCHEDULE

1. Control plan

2. Test plan

3. Test report

4. Charter for EMCAB.

W R —
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APPENDIX B
CONTENT FOR EMI CONTROL PLAN (REF. 6)

B-1 MANAGEMENT

The EMI Control plan shall include the specific or-
ganizational responsibilities, lines of authority and
control, and the implementation plan, including mile-
stones and schedules. In addition, the detailed EMI
and EMC requirements to be imposed on associated
suppliers and subcontractors for vendor items, test
requirements to be placed on independent testing
laboratories, a complete listing of all EMI and EMC
requirements in supplier’s procurement documenta-
tion, and additional requirements for GFE shall be
enumerated.

B-2 SPECTRUM CONSERVATION

The program is employed to minimize emission
spectrum and receiver bandwidths and to control os-
cillator frequencies, pulse rise times, harmonics, side
bands, and duty cycles within the constraints of the
equipment or subsystem. Specified design parame-
ters shall be defined. A completed copy of DD Form
1494, shall be included for information purposes on-

ly.

B-3 EMI MECHANICAL DESIGN

The control plan shall describe the material and
construction to be used to provide the inherent at-
tenuation to electromagnetic emissions and suscepti-
bilities while still meeting the contract end item speci-
fication requirements. Specific data shall include but
need not be limited to the following:

a. Type of metals, castings, finishes, and hard-
ware employed in the design

b. Type of construction, such as compartmental-
izing, filter mounting and isolation of other parts,
type and characteristics of filtering used on openings
including ventilation parts, access hatches, windows,
meter faces and control shafts, and type of attenua-
tion characteristics of RF gaskets used on all internal
and external mating surfaces

c. Shielding and design practices employed for
determining shielding effectiveness

d. Corrosion control procedures.

B-4 ELECTRICAL AND ELECTRONIC
WIRING DESIGN

The proposed electrical and electronic wiring
design, cable separation, and routing to minimize
emission and susceptibilities shall be described in ac-
cordance with the classification procedure required
by the contract. Grounding philosophy shall be
described in detail and methods of shielding and
routing of cables shall be enumerated. Equipments or
subsystems, consisting of a number of black boxes
shall have interconnecting cabling diagrams supplied.

B-5 ELECTRICAL AND ELECTRONIC
CIRCUIT DESIGN

The EMI control and suppression techniques
which will be applied to all parts and circuitry,
whether capable of generating undesirable emana-
tions or suspected of being susceptible to the fields
and voltage levels specified by the contract, shall be
described fully. The specifically required design data
shall include but not be limited to the following:

a. Choice of parts and circuitry, the criteria for use
of standard parts and circuitry, and bonding and
grounding techniques

b. Justification of selected filter characteristics in-
cluding type and attenuation, technical reasons for
selecting types of filters (for example, absorptive ver-
sus nonabsorptive filters) and specific circuit appli-
cations

c. Part location and separation based on orienta-
tion of EM fields for reduction of emissions, suscep-
tibility, or both

d. Indicate valid technical reasons for selection of
pulse shape. Pulse shapes utilized shall minimize the
electromagnetic spectrum employed consistent with
achieving design performance.

e. Location of critical circuits and decoupling
techniques employed for each

f. Shielding and isolation of critical circuits.

B-6 ANALYSIS

Prediction or analysis techniques employed to
determine adequacy of supplier’s conclusions shall be

B-1
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included. Specific aspects of the mechanical, electri-
cal, and electronic design to be included are as
follows:

a. Adequacy of mechanical construction, and an
analysis of the shielding afforded by the proposed
designs over the specified frequency range and energy
level

b. Complete frequency matrix of all frequencies
associated with receivers and transmitters (see Fig. B-
1), expected spurious responses of receivers at input
signal levels and at frequency range(s) specified in the
contract, and expected spurious outputs of items such
as transmitters, local oscillators, and frequency syn-
thesizers. Spurious responses f,, will be determined
by use of the following equation:

fp = M (B-1)
q
where

p = allintegers, including zero, representing
harmonics of the local oscillator ({o)

g = all integers, excepl zero, representing
harmonics of the spurious signal

Ji» = local oscillator frequency

Jiy = intermediate frequency

The frequency matrix is to used to formulate a sub-
system test matrix of source and victim equipments.
The test matrix will be included in the subsystem test
plan.

c. Worst case analysis of multivibrators, switch-
ing (single and repetitive) and logic circuits, and clock
and strobe signals.

d. Analysis of circuitry, subassemblies, and total
equipment, or subsystem, including cabling and loads
for:

(1) The prediction of susceptibility to internally
and externally generated fields and voltages, whether
below or above the limits specified in the contract

(2) The prediction of emissions, whether below
or above the limits specified in the contract.

e. Subsystem analysis for mobile or fixed installa-
tions with two or more antennas shall include a
description of radiation characteristics from antennas
including fundamental and spurious energy, and dis-
cuss minimizing antenna coupling and isolation
achieved by placement and location of antennas.

B-7 PROBLEM AREAS

Plans for potential EMI and EMC interface prob-
lems shall be presented, including the procedures for
defining problems, formulating solutions, imple-
menting and testing the solutions, and documenta-
tion procedures.

B-8 UPDATING

The method of updating the control plan shall be
indicated.
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APPENDIX C
CONTENT FOR EMI TEST PLAN (REF. 6)

C-1 INTRODUCTION OR SCOPE

The following shall be included:

a. An opening statement indicating the purpose of
the plan and its relationship to the overall EMC pro-
gram for the equipment and subsystem

b. A table listing all the tests to be performed, the
paragraph number of the plan, and the correspond-
ing test method of the basic standard.

C-2 APPLICABLE DOCUMENTS

Documents shall be listed as follows:

a. Military (standards, specifications, etc.)

b. Company (any in-house documents for calibra-
tion or quality assurance)

c. Other documents (Society of Automotive Engi-
neers procedures, drawings, etc.)

C-1 TEST SITE

The following shall be included:

a. Description of test facility, shielded enclosure
(size, power availability, filters, attenuation charac-
teristics of room to electric, magnetic, and plane
waves)

b. Description of ground plane (size and type) and
methods of grounding or bonding test sample to the
ground plane in order to simulate actual equipment
installation

c. Spot check measurements of the ambient elec-
tromagnetic emission profile of the test facility, both
radiated and conducted, to determine ambient suita-
bility,

C-4 TEST INSTRUMENTATION

Instrumentation to be used shall be described as
follows:

a. When matching transformers or band-reject
filters are used, their characteristics must be
described.

b. Bandwidth of the measurement instrumenta-
tion shall be specified.

c. List of test equipment.

d. Scanning speed used to drive EMI measuring
equipment.

e. Monitoring equipment utilized during measure-
ments.

C-5 TEST SAMPLE SET-UP

A description of the test sample shall include the
actual physical layout of equipment under test, de-
picting position of test sample and feedthrough
capacitors or line impedance stabilization networks
on the ground plane, lead dress, bond straps, real or
simulated loads, electrical or mechanical, and any
test sets employed in the test. (Notes may be used to
indicate height above ground plane for leads).

C-6 TEST SAMPLE OPERATION

a. Modes of operation for each test and operating
frequency

b. List of control settings on the test sample

c. List of control settings on any test sets employed
or characteristics of input signals

d. Test frequencies at which oscillators, clocks,
and similar equipment may be expected to approach
test limits

e. Performance checks initiated to designate the
equipment as meeting minimal working standard re-
quirements

f. Circuits, outputs, or displays to be monitored
during susceptibility testing shall be enumerated, as
well as the criteria for monitoring for degradation of
performance

g. Normal, malfunction, and degradation of per-
formance criteria (i.e., change in output spectrum,
change in (S + N)/N ratio, loss of synchronization,
change in output waveform) for susceptibility testing
shall be described.

C-7 TEST PROCEDURE

Test procedures to be employed to demonstrate
compliance with the contractual requirements shall
be fully described as a minimum and the following
shall be included:

a. Block diagram depicting test setup for each test
method

b. Test equipment used in performance of the test
and methods of grounding, bonding, or achieving
isolation for the measurement instrumentation

c. Detailed step-by-step procedures enumerating
probing of the test sample, placement and orienta-
tion of probes and antennas, frequency range of test,

C-1
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selection of measurement frequencies, detector func-
tions used, data to be recorded, frequency of record-
ing data, and the units of recorded data

d. During susceptibility testing, the actual modu-
lation characteristics of the interfering signal (ampli-
tude, type, degree, waveform) shall be specified.

C-8 SUBSYSTEM TESTS

The test matrix similar to Table C-{ shall be in-
cluded in subsystem test plans and enumerate poten-
tial:

a. Receiver to receiver interactions

TABLE C-1.

b. Transmitter to receiver interactions
¢. Transmitter to active and passive devices
(magnetic devices).

C-9 DATA TO BE RECORDED

The data to be recorded shall be outlined as
follows:

a. Sample data sheet

b. Sample test log

¢. Sample graphs.

SAMPLE TEST MATRIX (Ref. 6)

1. Receiver-to-receiver interaction:

Source Victim
Source Victim receiver receiver Test
receiver receiver frequency, frequency, frequency, Interaction
MHz MHz MHz
AN/ARC-100BX AN/ARC-1000 230.00 17.1 17.1 1st LO of Source with Victim
AN/ARC-100BX AN/ARC-1000 238.80 25.1 25.1 1st LO of Source with Victim
11. Transmitter-to-receiver interaction:
Source Victim
Source Victim transmitter  receiver Test
transmitter receiver frequency, frequency, frequency, Interaction
MH:z MH:z MH:z
AN/ARC-1000 AN/ARC-100BX 3.85 225.95 3.85 Source frequency with 2nd IF
of victim
AN/ARC-1000 AN/ARC-100BX 22.500 232.50 22.500  Source frequency with IF of
victim
AN/ARC-1000 AN/ARN-115E 22.000 110.00 110.00 Sx source frequency with
victim
AN/ARC-1000 AN/ARN-115E 29.000 116.000 116.00 4x source frequency with
victim

C-2
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CHAPTER 3
EMC PHENOMENA

In this chapter models are developed for repre-
senting electromagnetic phenomena which are funda-
mental 1o electromagnetic compatibility. The parame-
ters of the equivalent circuits of sources and susceptors
are all functions of frequency over the range from below
the power frequency to about 30 GHz. Because it is a
practical impossibility to identifv details completely,
e.g.. of impedances over this range, actual data on
specific devices are limited.

Furthermore, many EMC phenomena vary more or
less randomly from moment to moment, or from fre-
quency 10 frequency (in the case of hroadband phe-
nomena). It is practical to describe these variations
only in a statistical sense hy using appropriate distribu-
tion functions or their paranteters such as means,
variances. or other measures.

3.0 LIST OF SYMBOLS
A = articulation index: effective area of circuit,
m*: attenuation factor (plane earth or sur-
face wave). dimensionless; local oscillator
frequency. Hz; amplitnde, dimensionless;
amplitude, V or A: area of a loop, m*
A, = effective aperture, m’
A, = effective area of receiving antenna, m*
A, = effective area of transmitting antenna, m*
dA4, = incremental area of the source, m?
a = loop radius, m: bandwidth constant; satu-
ration voltage magnitude; radius of earth,
m
a, = bandwidth constant
a, = constants in power series expansion; con-
stants in Fourier series expansion
a, = fraction of output current resulting from
saturation, dimensionless
B = magnetic flux density, T: bandwidth, Hz
AB = bandwidth of an ideal bandpass filter;
bandwidth over which radio noise power
is uniformly distributed, Hz
x |2
B, = f M— df, effective noise power
0 LH( DO bandwidth of a network,

Hz

B = f M/—)! df. effective impulse band-
o IHD)I width of a network, Hz
B, — narrow hbandwidth. Hz

B, = wide bandwidth. Hz

1

B, = 3-dB bandwidth, Hz
B, = 6-dB bandwidth, Hz

h

EHH

f:
Af =

e/(kT) = (40 V-' at 300 K): height to
ground plane. m: interference amplitude;
magnitude of output current at saturation,
A

constants in Fourier series expansion
bandwidth constant

capacitance, F

stray capaciance (between wires), F
carrier-to-noise ratio, dimensionless

- carrier-to-interference ratio,

dimensionless

speed of light, 2.00 x 10* m/s
desired component at the output of a
mixer, V: distance between wires, in.;

antenna diameter, m
ratio of upper decile to median value F,,,,,

dimensionless

ratio of median value F,,, to lower decile,
dimensionless

duration, s: diameter of conductor, in.;
distance of separation of parallel wires;
loop diameter, m; helix diameter, m

level in decibels expressed with respect to
guantitv in parentheses

voltage; electric field strength, V/m
interfering voltage, V

generated noise, V

peak voltage. V

Thevenin equivalent source voltage
voltage at saturation, V

electronic charge. 1.602 x 10-" C;
induced electromotive force, V; naperian
base

peak value of output voltage, V
electromotive force induced in circuit 2 by
circuit I,V

complementary error function

noise figure, dimensionless

average noise figure, dimensionless

spot noise figure, dimensionless

noise figure (isothermal), dB

median value of F,, dB above kTb,
frequency, Hz

Doppler frequency shift, Hz
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3-2

normalized surface transformer imped-
ance function, dimensionless
probability distribution

frequency of desired signal, Hz
frequency of interfering signal, Hz
fundamental frequency, Hz; center fre-
quency; reference frequency, Hz

signal carrier frequency, Hz

desired signal frequency, Hz
interfering signal frequency, Hz

power gain, dimensionless

available power gain, dimensionless;
transfer function, dimensiconless

gain pattern of antenna, dimensionless
receiving antenna gain, dimensionless
transmitting antenna gain, dimensionless
transconductance (time varying), mho
conversion transconductance, mho
transconductance, mho

nth order conversion transconductance,
mho

= magnetic field strength, A/m

clearance, voltage or current transfer
function, dimensionless

= nth Fresnel zone clearance, m

component of magnetic field in r-direc-
tion, A/m
component of magnetic field in 8-direc-
tion, A/m

= relative response, dimensionless

Hankel function of the kth kind, order n
antenna height (distance to ground plane)
m; Planck’s constant 6.626 x 10-% Js;
height above ground, in.; height of ob-
struction, ft

impulse response, 57!

minimum effective antenna height, m
undesired or interfering component, V;
current, A

current at harmonicn, A

interference

common-mode current, A
differential-mode current, A

direct current, A

equivalent leakage radiation current, A
current in loop (antenna); interference
current, A

= measured current, A

Oth order Bessel function of the first kind
peak current, A

rms value of current at antenna terminals,
A

= reverse saturation current, A

instantaneous current level, A

i(1) = desired component located on center fre-
quency, A
i; = load current, A
Ij;,e = line current, A
i, = noise current, A
i, = I'ms current, A; rms spectrum amplitude,
A/Hz'?
i, = current in circuit 1, A
j = integers designating various signals; v—1
K = voltage amplification of interfering signal
relative to that of desired signal, dimen-
sionless; ratio of gains from receiver input
to mixer input at the undesired signal fre-
quency and the desired signal frequency,
dimensionless
k = Boltzmann constant 1.38 x 10-2 J/K
. = modified earth radius, m
k;, k3 = parameter in coaxial cable leakage
equation
L = inductance, H; luminance, W /(sr-m*-Hz);
length of cable, m; loss associated with dis-
tance, dB
L( f) = cable noise figure, dimensionless
/ = [ength of cable, ft; integer in series expan-
sion; dipole length, m
M = mutual inductance, H

Rn
il

M,, = magnetic dipole strength, A-m?
m = integer in series expansion
m, = mean of x

number of turns (loop or inductor)
N(f) = noise power spectral density per unit solid
angle and per unit area at source,
W/(sr'm?*Hz)
Nf) = equivalent noise power spectral density at
the input contributed by the network,
V?/Hz
N{f) = power spectral density (mean square per
unit bandwidth) of shot noise current,
A?/Hz

N, = power spectral density of white noise,
V?/Hz

N/ f) = power spectral density (mean square per
unit bandwidth) of the noise voltage
across aresistor, V?/Hz

N(f) = available input noise power spectral
density at frequency f, V2/Hz

Ny( /) = available output noise power spectral
density at frequency f, V?/Hz

n = order of harmonic; integer in series expan-
sion; number of braided strands; ratio of
propagation constants, dimensionless

n{t) = added interference, V
P = power
P(x) = cumulative probability (distribution) of x
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S(f) =
S =

das =

T, =

= average desired signal power, W or dB
= average interfering signal power, W or dB

= power density, Poynting vector, W/m’
= power of an unmodulated interfering

signal, W or dB

= received power expected in free space, W

received power, W
radiated power, W

= helix pitch (twisted pair), m; order of local

oscillator harmonic

= probability density function of x
= wd/p, helix parameter, dimensionless;

order of signal harmonic
reciprocity; resistance, 2; earth’s reflec-
tion coefficient, dimensionless

= bipolar rectangular waveform, A

radiation resistance of antenna,
contact resistance, §
load resistor, @

= dc resistance per unit length of outer con-

ductor {coaxial cable), & /m

distance, cm or m; true radius of earth, m;
loop radius, cm; distance from axis of
helix, m

= signal level, V

spectrum amplitude; s, Vs, or I's

signal input to the phase detector; unit
amplitude sampling waveform,
dimensionless

noise power spectral density per unit area
at the observer, W /(m?*Hz)

= equivalent surface transfer impedance, Q
= power spectral density of an interfering

signal
unit voltage pulse spectrum amplitude,
Vs

= unit voltage step spectrum amplitude, Vs

signal-to-interference ratio, dimensionless

= ratio of the rms spectral density of average

speech to rms spectral density of the noise
at the output in the nth band, dB

absolute temperature, K; thickness of
outer conductor, m; length, s; period of
waveform, s

= brightness temperature, K
= antenna temperature, K

equivalent network temperature, K
thermal temperature of the earth, K;
reference temperature, K

system temperature, K; sky temperature,
K solar noise temperature, K

system temperature referenced 1o receiver
input, K

Var(x)
VSWR

v
v(1)
VPJ
V(1)

ms

equivalent temperature of source, K;
reference temperature, K

= time, s

time at saturation, s

voltage, usually fixed, V

voltage Fourier Transform, V-s

peak amplitude of the desired signal at the
receiver input, V

ratio of the rms voltage to the average
voltage of the noise envelope, dB
median value of V,, dB

V4 for narrow bandwidth, dB

V, for wide bandwidth, dB

peak amplitude of the interfering (unde-
sired) signal at the receiver input, V

= interfering voltage, V

(1) =

n

x(N
x ()
x,(7)

Y(f)
}.‘

load voltage, V

peak voltage. V

voltage at saturation, V

peak amplitudes of the envelope of the
desired signal at mixer input, V

peak amplitude of the envelope of the
undesired signal at mixer input, V

variance

= voltage standing wave ratio,

dimensionless

applied voltage. V

time varying voltage, V

noise voltage, V

random noise voltage, V

amplifier output voltage, V

rms voltage, V; rms spectrum amplitude,
V/HZW

signal amplitude modulation function, V
articulation index parameter

input to nonlinear device

signal voltage waveform, V

= oscillator voltage, V

signal voitage, V

admittance

output of nonlinear device, frequency
integration variable

= interference signal

interference cross-modulation compo-
nent, A

desired cross-modulation component, A
impedance,

load impedance, {; line impedance,
measured load impedance, &

Thevenin equivalent source impedance, Q;
generator impedance, Q

= surface transfer impedance, Q /m

impedance of free space, 377 Q
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z = z-coordinate; polarization constant;

k=

€

Mo

«(f)

I

mutual impedance, Q

parameter of cable braid (coaxial cable),
dimensionless; earth’s absorption coeffi-
cient, dimensionless

= phase constant, 27 /A, m™"

propagation constant, m~'; carrier-to-
noise ratio, dimensionless

envelope of filtered random noise divided
by the rms value of the envelope, dB;
47h hy /(Ar), dimensionless

depth of penetration (skin depth), m;
phase difference, rad

= error; permittivity, F/m

permittivity of free space,
8.85 x 10" F/m

= relative dielectric constant, dimensionless

displacement of the center conductor of a
coaxial cable from the true center

wave impedance = vu/e ,Q

Ho /€ , characteristic impedance of free
space,

co-latitude angle in spherical coordinate
system, rad; angle between reflected wave
and ground level, rad

= wavelength, m; random phase angle, deg

permeability, H/m
permeability of free space,
47 x 1077 H/m

= standard deviation; conductivity, mhaos/m

b =

b;

®sp

mean square value of noise, V2
variance of x

time constant, s; deviation from unper-
turbed zera crossing time, s; switching
time, s; duration of nonsaturation
interval, s

longitude angle in spherical coardinate
system, rad; phase angle, rad

phase vs frequency characteristic of 1F
amplifier. rad

phase angle, rad

power spectral density of an interfering
signal, W/kHz

grazing angle with respect to the earth’s
surface

angular frequency, rad/s

= intermediate angular frequency, rad/s

local oscillator angular frequency, rad/s
angular frequency of signal carrier, rad/s
desired angular frequency, rad/s

angular frequency of undesired signal,
rad/s

solid angle, sr; pointing angle, sr

dQ

()

3-1 SOURCE MODELS

3-1.1 GENERAL COMMENTS

For the purpose of simplifying analysis and pre-
diction it is convenient to use “linear” mathematical
models for representing various circuit elements. This
is so in spite of the fact that nonlinear mechanisms
are frequently responsible for interference generation
and susceptibility. The usual procedure is to use the
linear model and modify it as necessary to account
for observed phenomena. Thus a typical source of
conducted interference is represented as an electro-
motive force of specified value in series with a defined
impedance. Although it should be recognized that
such a representation is an approximation to the true
model, fortunately it does appear to have general
validity.

Emitters usually are identified as narrowband or
broadband, in accordance with the nature of the
spectrum of the emitted energy. Since these are
relative terms, the dividing line between them is not
sharp; one of the best bases for distinction is the
acceptance bandwidth of any susceptible device (sus-
ceptor) whose operation may be degraded by the
emission, If the bandwidth of the dominant energy is
less than that of the susceptor, the emission is
“narrow-band”, otherwise it is “broadband’. Emis-
sion arising from modulated sine wave oscillations
are usuvally narrow-band, while those arising from
switching action are usually broadband.

i

increment of solid angle, rad

mean value

3-1.2 NATURAL NOISE SOURCES

Sources of natural noise include thermal noise of
resistors and warm body radiators, shot noise in elec-
tronic devices, atmospheric noise, cosmic noise
emanating from the sun and from sources in outer
space, and triboelectric (frictional charging and dis-
charging) noise. The statistical properties of noise
from these sources range widely from spectrally flat
Gaussian noise, to sporadically impulsive noise. In
some cases the statistical parameters remain essen-
tially constant in time. In instances where they are
not constant, variations with time of day, season, and
year may be given.

3-1.2.1 Electrenic Noise
3-1.2.1.1 Sources of Electronic Noise

Associated with the real part of the impedance seen
at a pair of terminals of a passive electrical network,
is a Gaussian noise process called thermal or Johnson
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noise, which arises as a consequence of thermal agi-
tation of the charge carriers in conductors.

3-1.2.1.2 Levels and Power Spectral Density
of Electronic Noise
The open circuit noise voltage v, across the
terminals of a resistor is a Gaussian random process
(Ref. 1) with a power spectral density* N,( /) given
by

AhfR

3.
oxp A/ (D] — 1 G-

N(S) =

,V3/Hz

where

k = Boltzmann constant = 1.38 x 10-*'J/K

T = absolute temperature, K

h = Planck’s constant, 6.626 x [0~ J-s

f = frequency, Hz

R = resistance, {
Below about 100 GHz, the power spectral density is
uniform with frequency and is given by

N,f) = 4kTR ,V?/Hz (3-2)

If the resistor is connected to a network with voltage
transfer function H( ) the effective bandwidth B, is
given by

8. = f |H(N P dff |H( )P Hz  (3-3)
0

*As is common in the literature, the term *‘power spectral density”
refers to the mean square voltage or current per unit frequency.
Later the term *“available noise power spectral density” is used
and has the dimension power/frequency.

—O

(A) Thevenin Equivalent

Figure 3-1.

where f, is the center frequency of H(f), and the
expected or mean square value of the output voltage
s
()" = 4kTRBH(f)| ,V? (3-4)
For analysis purposes the resistor can be repre-
sented by the equivalent circuits shown in Fig. 3-t
where R is a noiseless resistor, v,(f) is a random noise
voltage with an rms spectrum amplitude given by

Ve = VKTR ,V/Hz"” (3-5)

and i,(f) is a random noise current with rms spec-
trum amplitude given by

. 4kT /
s = T vA/HZ]lz

(3-6)
The maximum available noise power spectral density
from the resistor R is obtained when its load is
matched, i.c., the load resistor R, equals R. The
power density is then k7. Within an effective band-
width B,, the maximum power is k7B, in wallts.

Shot noise occurs whenever current can be iden-
tified as due to the motion of individual electrons.
Such is the case in a solid-state device where current
flow is a result of the random generation of carriers,
or in a vacuum diode where current flow is due to the
motion of electrons from cathode to anode. The

*The notation < > indicates the expected or mean value of the
quantity enclosed by the symbol.

(B) Norton Equivalent

Noise Source Equivalent Circuits of a Resistor

3-5
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current is comprised of a collection of pulses, each
having an area equal to the electronic charge. A
current so constituted will have a randomly fluc-
tuating component with a power spectral density

N{(f) given by

NAf) = 2el,, ,A?/Hz (-7

where
e = electroniccharge = 1.6 x 10-"°,C
I,. = average (or direct) current of the pulses, A

Eq. 3-7 is correct at frequencies which are low relative
to the reciprocal of the pulse widths.

If such a current source feeds a noiseless network
with a current transfer function, H( f), the output
mean square value is

(i,f>=fm ely | H(f) Idf
0

= zeld('Be|H(f)|z ’ AZ/HZ (3'8)

where the effective bandwidth B, is defined in Eq. 3-3.

3-1.2.1.3 Noise Figure and Noise Temperature

The noisiness of active and passive networks due to
shot, thermal, and other noise sources, usually is
measured by the noise figure F(f) of the network,
defined by

Ny (f) Nf)
= ——— = |4+ ———-
A N G(S) ~M)
T,+ T,
= ,d’less (3-9)

1

where
N f) = available noise power spectral density at the
network output at frequency f, V?/Hz
N(f) = available power spectral density at the net-
work input at frequency f = kT;, V?/Hz
G(f) = available power gain of the network,
dimensionless
N, f) = equivalent noise power spectral density at
the input contributed by the network
= kT, V}/Hz
k = Boltzmann constant = 1.38 x 1073, J/K
T, = equivalent temperature of the source, K
T. = network equivalent temperature, K
The noise figure as written if Eq. 3-9 is a function
of frequency, and is sometimes called the shot noise

3-6

figure. If it varies significantly with the frequency one
uses the average noise figure F given by

_ ﬁ N(f)df

F = -, d’less (3-10)
le(f)G(f)df
0
Or, using Eq. 3-9
fF(f)Nl(f)G(f)df
F="2 dless  (3-11)
’/0‘ NG df

The noise figure Fi;( f) of a cascade of two net-
works in which the individual networks have noise
figures F| and £, and available power gains G,(f)
and G,( f), respectively, can be written

Fi(f) = F(f) + M , d’less

3-12
Gl (-12)

Defining T,,, T,,, and T, as temperatures corre-
sponding to F(f), Fa(f), and Fip(f),

T,
€2
7.,.. =T, + ——— ,K 3-13
I T G
Frequently, the first network in a system is a lead-
in cable which is somewhat lossy. It can be shown

that for a matched cable

input power

= L(f)>1 ,dless
output power

(3-14)

where L( /) is the noise figure of the cable. The over-
all noise figure of the cable plus the rest of the system
(assumed to be the second network) is

Falf) = LU+ LR ~ 1] 51s)
= L(S)R(S) . dless
Or, in terms of temperature with 7‘(,l =T
T., = L) = T + LT,
= [L(f) = 1T, + LINIR) - 1T
= [L(NHRS) - 1T, K (3-16)
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Eq. 3-15 shows that the cable attenuation is reflected
directly as a proportional increase in the noise figure.

In receiver applications, the first element in the
system is an antenna which is immersed in a noise
emitting environment. The noise may arise from the
natural sources — atmospheric, terrestrial, and cos-
mic — or it may arise from the man-made causes to
be discussed in par. 3-1.3. The noise entering the
system may be accounted for through an antenna
temperature 7,. The overall system temperature of a
receiver connected to a transmission line and antenna
is obtained by augmenting Eq. 3-16 by 7,,. That is, the
system temperature T, referred to the input of the
transmission line, is

T, =T, +IL(f)- 1ITy + LLNT,, ,K (3-17)

The system behaves as would one in which the anten-
na radiation resistance was at temperature T,, and the
system was otherwise noiseless. Sometimes it is
preferable to reference the temperature to the receiver
input. In this case the system temperature is denoted
T, and it is given by Eq. 3-17 divided by L( /), or,

T, 1
T, = I/ + [1 - m]n +T,,, K (3-18)

The system behaves as would one in which the
resistance looking toward the transmission line from
the receiver input terminals was at temperature T,,,
and the system was otherwise noiseless.

3-1.2.2 Atmospheric Noise
3-1.2.2.1 Origin

At frequencies below 20 MHz, the natural elec-
trical noise associated with thunderstorm activity
throughout the world plays a dominant role in radio
communication. Often, noise of this origin is great
enough to make all other sources of noise negligible.

Unfortunately, atmospheric noise is highly change-
able with time and place, and in its short term prop-
erties may not be represented by any simple random
process. One mode! of atmospheric noise suggested
by physical phenomena is a low level Gaussian noise
representing distant effects, plus a high level impulse
process to represent local effects. However, simple
impulse processes, such as the Poisson process in
which pulses occur at random, do not accurately
represent the local activity. The actual phenomena
occur in bursts, so that there is interdependence
among adjacent impulses.

3-1.2.2.2 Probability Distribution of Envelope

The first order probability distribution of the enve-
lope in a 200-Hz bandwidth is shown on Fig. 3-2
(Ref. 3). Because the noise is non-Gaussian, the shape
of the probability distribution depends on the re-
ceiver bandwidth. Empirical techniques for convert-
ing these results to other bandwidths are shown in
Fig. 3-3.

The distribution depends on a parameter given by
the ratio of the rms value to the average value of the
envelope, and denoted V,. For Gaussian noise, the
instantaneous value of the envelope has a Rayleigh
probability density, and V; is equal to 1.05 dB. Fig. 3-
2 shows the probability distribution of the instanta-
neous noise envelope normalized to the rms value of
the envelope (denoted A) for various V.

Predictions of the value of ¥, are also available in
CCIR Report 322 (Ref. 3), and a typical estimate is
shown in Fig. 3-4. The estimate is of a quantity
designated V,,,, where the subscript m signifies medi-
an value; i.e., this is the value estimated to be
exceeded half the time. Generally, ¥, falls off with
increasing frequency, suggesting that at higher fre-
quencies the noise as seen in the 200-Hz receiver band
becomes more nearly Gaussian. Examination of the
range of estimated median values of V,; shows it to be
from around 2 to 14 over all frequencies below 20
MHz, and for its entire time history,

Conversions to other bandwidths using Fig. 3-3 are
illustrated by example. Suppose an estimate of the
envelope distribution is sought at | MHz in a band of
2 kHz for the time block and season appropriate to
Fig. 3-4; the median value of ¥, is about 7 in a 200-
Hz bandwidth. In a bandwidth of 2 kHz, implying a
bandwidth ratio of 10 (8,,/B, in Fig. 3-3), the value of
V,in the wide bandwidth (V,, in Fig. 3-3) is obtained
by reading the ordinate corresponding to the inter-
section of B,/B, = 10 and the curve labeled V¥,
(subscript n stands for narrow) = 7. A value of ¥V,
(subscript w stands for wide) = 16 is obtained. The
proper probability distribution curve for this case is
the one marked ¥, = 16 in Fig. 3-2.

Note the following in Fig. 3-3: (1) if ¥,;is 1.05dB in
any noninfinitesimal bandwidth, the input noise is
Gaussian and ¥, is 1.05 for any bandwidth, and (2) as
bandwidth is decreased, V; decreases, tending to
approach 1.05 dB; i.e., decreasing bandwidth makes
the noise more nearly Gaussian.

3-1.2.2.3 Spatial and Temporal Variations —
Long Term Properties

The distributions discussed in par. 3-1.2.2.2 are
determined from the instantaneous noise voltages

3-7
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Normalized Filtered Noise Envelope A, dB

3-8
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Corresponding values of de and v, are read
along the appropriate line for the bandwidth

ratio.
Bw = the wider bandwidth
Bn = the narrower bandwidth

Figure 3-3. Conversion of V; in One Bandwidth to V, in Another Bandwidth

measured over relatively short intervals of time,
typically about 0.25 h. The atmospheric noise intensi-
ty exhibits important long term variations, and vari-
ations with location. To represent these variations,
Fig. 3-5 shows isothermal lines, or lines of equal noise
temperature, covering the earth. The isothermals are
given in terms of a noise figure F,

F, can be converted to field strength in a 1-kHz band-
width by

E = F, — 655 + 20 log f(MHz), dB(zV/m)* (3-20)
CCIR Report 322 (Ref. 3) contains 24 figures such as
Fig. 3-5, each for a specified 3-month season, and for
a 4-h block in each day of the season. Fig. 3-5, for
example, gives the noise temperature in the hours

Fa = 1010g(T./T.) 0000-0400, during the months of June, July, and

(3-19)

T, = antenna temperature of a short vertical an-
tenna above a highly conductive earth, K
= reference temperature, 288 K

P
|

August, in the Northern Hemisphere, and during the
months of December, January, and February, in the

® dB( )= levelin decibels expressed with respect 10 the quantity
in parentheses; in this case, microvolt per meter.

3-9
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Figure 3-5. Expected Values of Atmospheric Radio Noise F,,,, dB Above kT, b at
1 MHz (Summer: 0000-0400 h)

Southern Hemisphere. By organizing the blocks in
this fashion, the variations within a time block are
kept low. Within each time block, there are about 90
days per yr, and about 360 h. The predictions shown
in Fig. 3-5 are based on measurements of F, over a
0.25-h interval in each hour. The value plotted is F,,,,
where m implies the median value of the observed
data over the time block. Other parameters of the em-
pirical distributions of F,, such as thé upper and
lower deciles, are given in CCIR Report 322, but are
not reproduced here. The F, statistics are short term
averages, as are the V statistics mentioned earlier.
The data of Fig. 3-5 apply at a frequency of 1
MHz. The results vary with frequency, and to repre-
sent this we show Fig. 3-6 abstracted from CCIR
Report 322. Fig. 3-6 is used with Fig. 3-5 to obtain an

estimate of noise figure at any frequency below about
20 MHz. For example, if one requires the estimated
noise figure at the time applicable to these figures at
100 kHz, and at 60° N. Lat., 45° E. Long., one first
enters Fig. 3-5 at the proper position, and finds the
noise figure at 1 MHz to be about 50 dB. Then one
enters the 50-dB curve on Fig. 3-6 and reads 105 dB
at 100 kHz. Note that F, is a measure of power spec-
tral density, and for moderate bandwidths is not
dependent on bandwidth. Fig. 3-6 is plotted only to
L0 kHz at the low end. Atmospheric noise levels tend
to peak in this region, usually around 2 to 5 kHz.
More detailed information on atmospheric noise in
this range of frequencies may be found in Watt and
Maxwell (Ref. 4).

Fig. 3-6 also shows estimates of man-made noise in
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Figure 3-6. Variation of Radio Noise With Frequency {Summer: 0000-0400 h)

relatively quiet areas, as well as galactic noise. From
these it is seen that below about 10 MHz, atmos-
pheric noise will predominate at virtually all loca-
tions on earth. Galactic noise becomes most signifi-
cant above 20 MHz. Man-made noise does not
appear to be significant here, but that is only because
the curve shown applies to quiet locations. In areas of
industrial concentration and much auto traffic, man-
made noise may be as much as 20 dB greater. Typical
levels are shown on Fig. 2-1.

3-1.2.2.4 Atmospheric Pulse Properties —
Lightning
Communication systems operating in the HF range
will — by choice of signal power level, and by circuit
design — be tolerant of atmospheric noise up to some
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design level. By this means it will be possible to
guarantee satisfactory operation for a specified frac-
tion of time. When there are thunderstorms in the im-
mediate vicinity of the receiver, however, the im-
plusive fields generated by lightning will exceed any
reasonable quality design level.

Lightning discharges may take place between
clouds, within clouds, and from cloud to ground. The
latter is the most significant. Watt (Ref. 5, pp. 454-5)
makes a distinction between short discharges, in
which a single stroke occurs lasting perhaps 4 ms, and
long discharges in which there are multiple strokes
each lasting about 100 ms, with a stroke separation of
about 40 ms. Between strokes there is a small but
continuing trickle of charge. Typical measurement
results are shown in Fig. 3-7 (Refs. 4 and 6). Field
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strengths of more than 70 V/m occur with a dura-
tion of the high amplitude part of about 200 us at |
mi from the discharge.

The multiple stroke phenomena are typified by the
current waveform shown in Fig. 3-8 (Ref. 7). Shown
there is a succession of 5 strokes, with an average
separation of about 70 ms. The distribution of the
number of peaks in a discharge is shown in Fig. 3-9
(Ref. 8).

The pulse separations between strokes are seen to
be sufficiently long to allow a typical receiver used in

Actual measurements made at
20 km by H. Norinder

m

1
PRNPRT I PRI EPUTU U U RPN T EPE
D Er== 000 1200 2000

Time ¢, us

to one mile) # , V/m

=500

Field Intensity (referred

Figure 3-7. Waveform of Effective Radiated
Electric Field (Refs. 4 and 6)

the HF band, with a bandwidth from several hundred
to several thousand Hertz, to recover to a quiescent
state. The pulses will appear as separate discharges,
though there may be overlap between discharges oc-
curring simultaneously at different places in the
thunderstorm. The phenomenon, as seen at a receiver
output, will then appear to be a quasi-random succes-
sion of pulses with random amplitudes. Because of
the clustering nature of the pulses, the process is not
of the nature of Poisson noise where pulses occur
totally at random. The probability density of the time
between pulses of atmospheric noise is found to be of
the form shown in Fig. 3-10 (Ref. 5). It shows a
tendency for the time spacing to be around 20 ms. A
Poisson process shows a smooth decrease as time
spacing increases.

3-1.2.2.5 Antenna and Brightness Temperature

The noise power spectral density N( /) per unit
solid angle, and per unit area at the source (Fig. 3-11)
is given by Planck’s radiation law

N = 20

4

fexp (hf/(kT)] — 1} =, W/(sr'm*"Hz)
(3-21)

where ¢, is the speed of light, or by its approximate
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AND END OF DISCHARGE, s

Figure 3-8.

Lightning Stroke, Complete Discharge Current (Ref. 7)
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Figure 3-10. Probability Density of the Time
Between Pulses of the Atmospheric Noise Envelope

version at low frequencies, known as the Rayleigh-

Jeans law

_ %T kT
NS = S S

(3-22)
where A is the wavelength.

In an increment of solid angle d2, measured at the
observer’s position as seen in Fig. 3-11, the area at the
source is r’d) = dA;, so that the received power spec-
tral density per unit solid angle due to d4, is N/d$ in
W /(sr*Hz). The noise power spectral density dS per
unit area at the observer arising from d4, is

dS = NdQ, W/(m*-Hz) (3-23)
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The luminance L is defined as

ds _ . _ 2kT
L=S5=N=5—.

W /(sr'm**Hz) (3-24)
As the pointing angle @ changes, the brightness, L
varies so that

2kT(8, ¢)

L#,e) = N

(3-25)

where

T(8,¢) = brightness temperature, K
and 8 and ¢ are the angular dimensions in a spherical
coordinate system; # measures the co-latitude angle
and ¢ measures the longitude angle.

An antenna with gain pattern G(f,¢) will have an
antenna temperature 7, given by

2r L4
T, = _l_f f G(8, ) T8, ¢)sind dpdf , K
4r _ _
¢ =0 =0

(3-26)

and the available output noise power spectral density
of the antenna is KT, *.

If the antenna has an impulse pattern at the point
(A, vo) then, since by definition,

—1-f f G, ¢)sinBded8 = |
dr J, o Jo-0

Ta = T(BOv ﬂa()) » K (3'27)
i.e., the antenna temperature is the same as the source
temperature at the point at which the antenna is
aimed. Eq. 3-26 is therefore an average temperature
of the source, weighted by the antenna gain pattern.

The brightness temperature has become a stand-
ard for quantifying the emissive properties of radiat-
ing noise sources, whether or not they satisfy the radi-
ation laws Eqs. 3-21 or 3-22. For real sources the
brightness temperature will vary with frequency as
well as with angular position.

3-1.2.2.6 Temperature of Earth, Sea,
and Atmosphere

One component of the radiation received by an
antenna arises from the electromagnetic emissions of
hot bodies. Fig. 3-12 (Ref. 9) shows a polar plot of
brightness temperature as a function of angle relative
to the vertical at 3 GHz for various conditions. 1f the
antenna is above typical ground with vegetation, the

* If the antenna is movable the gain pattern is a function of anten-
na position.
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Figure 3-11. Increment of Solid Angle Measured at the Observer’s Position

applicable parts of the figure are the part labeled 7;
(representing sky temperature) and the dotted curve
C. The curves T, and B apply if the antenna is above
calm sea. Finally, if the earth is a hypothetically
perfect reflector, the appropriate curves are 7, and A4.
If 8 is the angle from the vertical, the antenna tem-
perature of a sharply directed beam antenna is

«®) T, + RO Tx = ), 5 <8 <

(3-28)

T,(0)

i

T,(9) Lot

a(f) + R(O)

il
~~
T
(U8
<
A=

where
T.(#) = sky temperature, K
T, = thermal temperature of the earth, K

a(f) = earth’s absorption coefficient, dimension-
less
R(0) = earth’s reflection coefficient, dimension-
less

When —#/2 <8 < 7/2, the antenna sees only the
emissive sources above earth. These may be extrater-
restrial sources such as the sun and the stars. 7,(8)
arises from the process of energy absorption and re-
radiation by components of the atmosphere. In the
radio frequencies, oxygen and water vapor are the
main absorbers, with water vapor being predom-
inant. Fig. 3-13 (Ref. 9) shows a typical set of curves
of antenna temperature for various angles 8, relative
to the vertical, as a function of frequency. The peaks
are due to the effects of water vapor. The variation
with 8 comes about because for small values of 8, the
antenna looks into a thickness of atmosphere equal
only to the height of the atmosphere (effectively
about 10,000 ft), while at § = 7 /2 the antenna looks
along the horizon seeing a much greater depth of at-
mosphere. At VHF and below, the contribution due
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Figure 3-12, Brightness Temperature Distributions, Frequency—3 GHz (Ref. 9)

to these causes 1s negligible in nearly all applications.

When the antenna looks at the earth itself, it sees
the sky sources partly reflected from the earth with
contribution R(#)T,(x — ), and a part of the tem-
perature of the earth a(f)7,. Because a(6) is close to
unity over earth with vegetation, the brightness tem-
perature seen by the antenna is very nearly the ther-
mal temperature of the earth, as is indicated by Fig.

3-16

3-12. Because the sea is a poor absorber [a(f) = 0.5],
the brightness temperature seen by the antenna is
much less. If the earth were a perfect reflector, the
brightness temperature seen by the antenna looking
at the earth would be a mirror image of the sky tem-
perature. An antenna which in omnidirectional, or
which sees symmetrically above and below the hori-
zon, will, over ground, see a temperature of about
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150 deg. This is a consequence of the antenna seeing
the ground in half of its pattern and the sky in the
other half,

3-1.2.3 Extraterrestrial Noise

A receiving antenna on earth will be exposed to
radiation emanating from sources outside the earth,
as well as from the terrestrial sources discussed in

par. 3-1.2.2.5. The sun and stars are the primary
sources, with a minor contribution from nonemitters
that act as reflectors. The temperature of the
receiving antenna is given by Eq. 3-26, where the
brightness temperature 7(f,¢) is the temperature seen
by an ideal antenna, with an impulse pattern in the
direction (f,¢). The brightness temperature deter-
mined in this manner by an antenna on earth will in-
clude the effect of absorption in the atmosphere, and
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will, at some frequencies, poorly represent the source
temperature.

3-1.2.3.1 Cosmic Noise

Cosmic noise refers to the electromagnetic emis-
sions from bodies outside our own solar system.
While some individual radio stars such as Cassiopeia
A and Taurus are observable, the largest emissions
come from our own galaxy. Fig. 3-12 shows the ap-
proximate brightness temperature estimated by Hogg
(Ref. 9) looking into the center of our galaxy, for fre-
quencies beyond 100 kHz. Fig. 3-6 shows the noise
level estimated in CCIR Report 322 (Ref. 3) (refer to
par. 3-1.3.2.3 for conversion from antenna noise
figure to antenna temperature). These curves do not
exactly correspond if they are linearly extrapolated;
however, they are both based on an inverse square re-
lationship between temperature and frequency. The
curves show that significant effects due to cosmic
noise are to be expected in the frequency range from
about 20 MHz to about 500 MHz, with atmospheric
noise dominating below 20 MHz, and various other
noise sources such as thermal emission from the
earth, and receiver noise, dominating above 500
MHz. When the antenna points away from the galac-
tic center, the noise level falls off, and at the galactic
poles might be 20 dB less.

3-1.2.3.2 Solar Noise

The sun is a significant contributor to receiver
system noise, particularly when the antenna main
lobe is directed close to or at the sun. A substantial
contribution will occur, at times, even when side or
back lobes are aimed at the sun. A table of the quiet
sun brightness temperatures is given in Table 3-1
abstracted from Panter (Ref. 10). Because the solar
disc subtends a solid angle of about 6 x 10~%sr on
earth (about 0.5 deg across the face of the disc), a
receiving antenna with gain G across the disc
(assumed to be approximately constant across the

TABLE 3-1
SOLAR BRIGHTNESS TEMPERATURE
(Ref. 10)

Frequency f, MHz Brighlncss Temperature 7,, K

100 10°
200 9 X 10°
300 7 X 10°
600 4.6 X 10°
1,000 3.6 X 10°
3,000 6.5 X 10¢
10,000 1.1 X 10¢

disc) will have a temperature contribution due to
solar noise given by

—-$
T, = (ﬂ)c(e.som K
4r

(3-31)
where T, is the solar noise temperature as given in
Table 3-1. At 1000 MHz, for instance, with G(6,
¢) = 1000(30 dB) the antenna temperature arising
from this source alone would be 1800 K. If a side lobe
of 20 dB below the main lobe were pointing at the
sun, a contribution of 18 K would be made to the
antenna temperature.

During periods of high solar activity temperature
increases of 10 to 20 dB may be found. (See, for
example, Ref. 2, p. 27-4 Fig. 4 which shows such an
increase when measurements are made with a dipole
antenna.) Intense activity takes place at isolated
regions on the solar disc, so that the brightness iem-
perature within these regions is even greater. The
regions of intense activity have varying lifetimes,
change in size, and move. While the steady solar
noise is unpolarized, the short intense bursts give rise
to circularly polarized waves. Table 3-2 classifies the
observed phenomena and their properties.

3-1.2.4 Other Natural Noise Mechanisms
3-1.2.4.1 Triboelectric Noise

Triboelectric noise is noise generated as a conse-
quence of frictional separation of charge. Noise im-
pulses are generated when the charges separate, and
when the accumulated charge on a body leaks off.
Categorizing this kind of noise under natural phe-
nomena is somewhat arbitrary, since the important
manifestations of such noise are in applications in-
volving machinery.

Frictional noise may occur between metals, be-
tween a metal and a nonmetal, or between non-
metals. The degree of seriousness is determined by
the amount of friction encountered. It may occur
between any two moving surfaces or the contact
points of two charged surfaces. Examples of these
phenomena are:

a. Belt noise. A charge between a dielectric (non-
conducting) belt and its pulleys

b. Bearing noise. Occurs between bearings and
their lubricant or housing

c. Tire and track noise. Appears between the tires
or tracks of moving vehicles or tanks and the road

d. Gear noise. Results from two gears moving
against each other.

Static charges on belts are a common occurrence in
industry. The charges develop on both power-trans-
mission and conveyor belts. Low temperatures
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TABLE 3-2. SOLAR EMISSIONS

Class Basic Slowly Short Term Unpolarized Burst
Characteristic | Component Varying Interference | Outburst | Isolated
(Thermal) | Component Burst
Wavelength Unlimited |3-60cm 1-15m lcm-15m |50 cm-50m
range
Duratio Weeks or Hours or Minutes Seconds
uration months days
. Trace of Strongly
Polarization Random circular circular Random Random
Place of Whole Number Small Small area |Small area
origin sun of small area above rapid move-
areas sunspot ment
Associated Sunspots Large Flare Unknown
optical and sunspots
features others
Remarks Constant 27-day With or No certain |No certain
over component | without distinc- distinc-
years numerous tion tion
bursts

appear to be more favorable for the accumulation of
charge, although the effect may become serious in dry
atmospheres at any temperature. Noise arising from
vehicular tires is quite evident in mobile trans-
mitters, and is very pronounced when a vehicle is
traveling on paved roads. When two gears made of
similar metals mesh, little noise is generated; when
two gears of dissimilar metals mesh, noise in the form
of pulses at the beginning of motion appear. The elec-
trolytic action between two different metals causes
an electrical discharge to occur as the gears mesh.

Frictional (Ref. 11) charge separation is en-
countered in aircraft. It occurs between the aircraft
and particles in the air, or between the aircraft and
nonconductive liquids such as fuel flowing into the
tanks of the aircraft. The phenomenon is of impor-
tance in dry weather, when considerable charge can
be accumulated without the opportunity to dissipate
itself slowly through leakage. Large amplitude noise
is generated when a substantial charge is accumu-
lated, giving rise to high field intensities at sharp
points on the aircraft exterior, and attendant corona
discharge.

Frictional charging can take place on the ground,
for instance in a dust storm, or in the air under a
variety of conditions. The particles involved include
snow, ice crystals, sand, dust, smoke, and exhaust
system particles from lead aircraft in tight formation

flying. The type of particle present controls the
resulting polarity of charge, to some extent.

Dry snow impinging upon aircraft almost always
produces a negative charge, as has been demon-
strated in the laboratory as well as in flight. Air tem-
perature controls the rate of charge, with the rate
becoming maximum at about —10°C. Snow con-
ditions prevail in any weather at intermediate alti-
tudes, to produce severe interference. Fine ice crystals
encountered at high altitudes, or the form described
as ice spicules composing cirrus clouds, occurring
generally above 30,000 ft, produce equally severe in-
terference at all seasons.

Sand, dust, smoke, and exhaust particles generate
charges, but the polarity depends upon aircraft finish,
air temperatures, and atmospheric charge centers.
The most commonly used aircraft paints and waxes
lead to a negative charge on the aircraft at air tem-
peratures between —5° and —15°C. On the other
hand, a finish using titanium dioxide (Ti0,) or a pig-
ment of colloidal silica in cellulose nitrate, generates
a positive charge on the aircraft at air temperatures
between 0° and —10°C. The polarities cannot be
predicted reliably at temperatures higher or lower
than those indicated. Experience has shown that
clean bare aluminum is the most neutral material
over the widest temperature range for all types of par-
ticles encountered. Even nonconductive surfaces such
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as radomes develop a local charge accompanied by a
type of discharge known as streamering, unless they
are protected with a thin, somewhat conductive
coating, that is properly grounded to the aircraft
metal structure.

Helicopters, while hovering in snow, sand, or dust,
may experience frictional charging. Potentials from
— 200,000 V to + 60,000 V have been recorded on
different occasions which — depending upon the type
of aircraft, the windborne particle material, and the
atmospheric field gradients — can reach 5,000 V/m
or more causing incipient lightning conditions. To
neutralize these potentials, active static discharges in
the form of high voltage power supplies capable of
delivering at least 100 uA at either polarity as the oc-
casion demands have been installed in helicopters.

3-1.2.4.2 Precipitation Static

Closely related to the frictional charge separation
on aircraft discussed previously, is the phenomena of
precipitation static—also referred to as p-stat-
ic—which arises in wet weather conditions. Two
different kinds of phenomena are encountered which
give rise to charge separation and discharge. These
are:

a. Frictional charge separation as the aircraft
passes through uncharged raindrops, leaving the
raindrop positively charged and the aircraft nega-
tively charged. The rate of charge accumulation
depends here on the density of raindrops, being
directly proportional to the weight of material struck.

b. Charge induction in the airframe arising when
the aircraft passes through the electric field of
weather makers. It has been explained that, as a rain-
drop falls through the air, the friction between the air
and the raindrop causes a physical separation of a
negatively charged mist, which remains hanging in
the cloud, thus leaving the falling drops positively
charged. This is the fundamental mechanism whereby
clouds are said to acquire charge. When the aircraft
passes through the field between these regions, charge
reorientation takes place on the aircraft by the
mechanism of static induction. Corona discharges
into the air occur at sharp points of the airframe, and
into dielectrics which are part of the airframe. This is
a consequence of the large fields that build up at
sharp points on the surface of a charged conductor.
Furthermore, different parts of a cloud, and different
clouds, carry different amounts of charge; hence,
fields exist within and between them and induce
charge on the airframe.

While the breakdown potential gradient at sea level
may be 30,000 V/cm, its value may be reduced to
lower values at higher altitudes. Both the air density
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and the surface density of charge are parameters that
influence the breakdown potential gradient. Air den-
sity obviously decreases as the altitude above sea level
increases. It also becomes less at high-lift areas, such
as along the upper surface of wings and at propeller
blades. Surface density of charge depends upon the
geometry of the material immersed in the field.

Once breakdown has occurred, a discharge will
follow. Impulsive and continuing discharges, rich in
both AM and FM components and their harmonics,
are generated in the 0.1- to 400-MHz range, and oc-
casionally beyond. Direct pickup by a receiving
antenna may result in a received level as high as 100
1V /kHz; indirect pickup by way of the conduction of
interference from the source to receivers via anten-
nas, power lines, or other electric circuits in the air-
craft may also result in significant effects. Special
consideration is required for communication and
navigation equipment in the low-frequency (LF) and
medium-frequency (MF) bands because of their par-
ticular susceptibility to p-static interference. For
manned aircraft, the problem is especially severe
because this type of interference occurs during times
of low visibility, when the pilot must fly by instru-
ments, using voice communication and radio naviga-
tion aids.

A number of remedies for reducing p-static have
been developed. One obvious method is to minimize
corona by avoiding sharp points. Another method is
to shield and ground sufficiently to minimize pickup.
A third method is to use static dischargers, active or
passive.

Further information on triboelectric noise and p-
static will be found in Refs. 12 through 14,

3-1.3 MAN-MADE SOURCES

Man-made sources of electromagnetic energy may
be intentional, such as radio transmitters, or inciden-
tal, as in the case of ignition noise or local oscillator
radiation*. In considering levels of electromagnetic
energy at a given location, it is important to recognize
the fact that, while an incidental emitter can be a
significant source, intentional radiation can be equal-
ly or more important.

A breakdown of man-made sources, listing exam-
ples of both broadband and narrowband types, is
given in Table 3-3 (Ref. 15). It has been further sub-
divided to give a general indication of whether each
source is active for long periods of time {(continuous),
for short periods (intermittent), or for very short and

® This description is not enlirely consistent with that of FCC

which places these two devices into two separate classes, in-
cidental radiation devices and restricted radiation devices — see
Chapter 2.
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TABLE 3-3. TYPICAL MAN-MADE INTERFERENCE SOURCES (Ref. 15)
Broadband Narrowband
Transient Intermittent Continuous Intermittent Continuous
Mechanical Electronic Commutation | CW-Doppler | Power-line
function computers noise radar hum
switches
Motor speed | Rectifiers Radio Receiver
Motor controls transmitters local
starters [gnition and their oscillators
Poor or systems harmonics
Thermostats | loose ground
connections Arcand Signal
Timer vapor lamps generators,
units Arc oscillators,
welding Pulse and other
Thyratron equipment generators types of
trigger test equip-
circuits Electric Pulse ment
drills Radar
transmitters Transponders
Sliding Diathermy
contacts equipment
Teletype-
writer
equipment
Voltage
regulators

infrequent time periods resulting from solitary-event
switching action (transient). Extremely short dura-
tion transients are considered to be impulsive. Tran-
sients from repetitive switching action — such as oc-
cur in SCR’s, printers, and fluorescent lamps — pro-
duce waveforms containing harmonics of the switch-
ing rate. Harmonics also may result from the applica-
tion of a sine wave to a nonlinear device.

3-1.3.1 CW Sources

The waveforms included in this category are:

a. Sine waves, pure or modulated (except those
modulated with very narrow pulses)

b. Periodic signals, whose harmonics are spaced
far enough apart that no two of them appear in the
acceptance bandwidths of potential susceptors.

3-1.3.1.1 Transmitters

Potentially interfering signals generated by trans-
mitters include intentional emissions, harmonically
related spurious emissions, and nonharmonically
related spurious emissions.

The minimum bandwidth requirements for trans-
mitter emissions are determined by the character-
istics of the functional signal and the modulation
method employed. In an amplitude-modulated wave.
the width of the spectrum occupied is twice that of
the highest modulation frequency. 1n frequency mod-
ulation, the bandwidth is approximately equal to
twice the sum of the highest modulating frequency
and the peak frequency deviation. With pulse modu-
lation, the bandwidth is a function of the rise time
associated with the pulse. Table 3-4 (Ref. 16) sum-
marizes the bandwidth requirements of a variety of
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TABLE 3-4. TYPICAL BANDWIDTH REQUIREMENTS (Ref. 16)
Narrowband | Wideband
Information Single- FM FM
Transmission Bandwidth, AM, sideband, | (m, > 0.5), (m; = 10),
: Hz Hz Hz Hz Hz
Telegraph
Morse Code 100 words
per min 0-120 240 120 240 2,400
Speech
High fidelity 40-15,000 30,000 15,000 30,000 300,000
Typical broadcast
program 100-500 10,000 5,000 10,000 100,000
Long distance tele-
phone quality 250-3500 7,000 3.500 7.000 70,000
Intelligible but
poor quality 500-2000 4,000 2,000 4,000 40,000
Television
Standard 525-line
picture interlaced,
30-cycle repeti-
tion rate 60-4.5 X |0¢ 9 X 10 4.5 X 10* 9 X 10° 90 X 10
Pulse
1 uslong 0-1 X 10* 2 X 10 1 X 10 2 X0 20 < 10

typical signals for each of the applicable types of
modulation.

Spuricus emissions are signals emitted at fre-
quencies outside the *“necessary” bandwidth of the
generating source, the levels of which may be reduced
without affecting the quality of the intentional trans-
mission. Spurious emissions include:

a. Harmonics of the transmitter fundamental fre-
quency f,

b. Nonharmonically-related outputs

c. Sideband splatter and noise.

Fig. 3-14 shows a simplified block diagram of a com-
munication transmitter that uses conventional vac-
uum tubes, a master oscillator, and a multiplication
scheme to generate the fundamental output. A typical
output spectrum is shown in Fig. 3-15 (Ref. 16). In
addition to the normal harmonic outputs, there are
outputs that occur at a multiple of a frequency lower
than the fundamental. These outputs usually are har-
monics of the master oscillator used to generate the
transmitter carrier frequency.

Fig. 3-15(B) shows the output spectrum that may
be obtained from a system that uses a klystron for the
final power amplifier. In this case, the output spec-
trum consists only of the fundamental, and har-
monics of the fundamental. The output spectrum
from a typical radar transmitter with a magnetron
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output tube is shown in Fig. 3-15(C). In this spec-
trum, in addition to the harmonics of the funda-
mental, there appear additional spurious outputs that
do not bear any definite frequency relationship to the
fundamental or to each other. These are usually at-
tributed to multimoding phenomena associated with
the muitiple-cavity resonator that is used in the
device. Although measures are taken to suppress the
undesired modes, it is not possible to eliminate them
completely.

Sideband splatter occurs in amplitude-modulated
transmitters when the modulation exceeds 100 per-
cent, and when the carrier is cut off on the negative
modulation peaks. In single-sideband transmitters,
splatter is caused most often by overdriving the
power amplifier, so that it operates in a nonlinear
region. With frequency-modulated transmitters,
over-modulation causes the frequency swing to ex-
ceed the design maximum system deviation. Trans-
mitters also radiate broadband noise. Although the
level is quite low, it is sometimes high enough to pro-
duce interference with colocated receivers.

The emissions which have been discussed can be
radiated not only from the antenna but also from the
transmitter equipment cabinet itself, and also can be
conducted along any signal or power lines connected
to the cabinet.
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When the transmitter cabinet is located close to the
radiating antenna, direct leakage from the cabinet
may be no more troublesome than that from the
antenna. When the transmitter is in a shielded enclo-
sure or a metallic building which offers shielding
from the antenna, direct leakage from the trans-
mitter cabinet may be the primary source of inter-
ference and must be controlled where sensitive equip-
ment is present in the enclosure.

Multiplier |——

(Power) Amp Load

Basic Parts of CW Transmitter

3-1.3.1.2 ISM Devices

A class of equipment that generates RF energy for
noncommunication purposes but for which the levels
can be as large as, or larger than, those used for com-
munications is known as *‘'Industrial, Scientific, and
Medical” (ISM) equipment. ISM equipment gener-
ates sine wave signals at frequencies in the range from
10 kHz to 30 GHz, usually for the purposes of clean-
ing, heating, or plasma stabilization. Equipment
designed for civilian use is subject to special limita-
tions on emissions by Part 18 of FCC Rules and
Regulations as described in Table 2-5.

Considerable data exist on measured emission
levels from such devices. Pearce and Bull (Ref. 17)
measured levels of emissions from wood gluers,
plastic welders, and preheaters which appear at nu-
merous frequencies between 30 MHz and 1 GHz. At
a distance of 1000 ft the levels varied from 0 to about
60 dB (uV/m).

Garlan and Whipple (Ref. 18) measured emissions
from arc welders, also at 1000 ft. In this case the
emissions are broadband, but on any one emitter
vary considerably with frequency over the range from
0.5 MHz to 30 MHz. Levels varied from —5 to about
38 dB[uV/(m-kHz)}.

3-1.3.1.3 Local Oscillator Emissions

Local oscillators, used for heterodyning or detec-
tion in receivers, are potential sources of emissions
via conduction on the power line or radiation either
directly from the chassis or via a connected antenna.

In digital computers, clock oscillators are used to
generate repetitive pulses to trigger logic circuits in
synchronism. The associated emissions can be rich in
harmonics, and can be radiated and/or conducted.

Some typical conducted and radiated narrowband
emissions from receivers, transmitters, and a com-
puter are shown in Figs. 3-16 and 3-17 (Refs. 19 and
20). The emissions shown below 10 kHz in Fig. 3-16
are power frequency harmonics, not related to local
or clock oscillator emissions.

3-1.3.2 Switching Transients

Transients occur whenever electrical power sud-
denly is applied to or removed from a load. The
power may be direct or alternating and the switching
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action may be intentional, as in the case of a me-
chanical or electronic switch; or it may be uninten-
tional, as in the case of intermittent contact due to a
faulty mechanical connection between two parts of a
circuit. The prototype switching action is to initiate
or interrupt a steady current or voltage. A simplified
circuit is shown in Fig. 3-18. In this figure, Z
represents the generator impedance, and Z; the load
impedance. At high frequencies the lengths of the
lines connecting the switch S to the source and the
load are important,

3-1.3.2.1 Switching Action

At low frequencies if the impedances are purely
resistive, the switch can be considered to function in-
stantly, to establish (upon closing) a voltage across
the load impedance or a current through it. The
mathematical model for this action is the unit step
(see Fig. 3-19) which has a spectrum amplitude S(/)

S(fy=1/(=xf) s (3-3)

For a step of amplitude A (A nondimensional)
S(fy=A/(f) s (3-33)

For a step of amplitude V¥ volts or f amperes, the
spectrum amplitude is

S(fy=V/(=f) .V (3-34)

or

S()=1/(xf) , Ass (3-35)

The spectrum for step S, of one volt is plotted on
Fig. 3-20. Also shown on this figure are formulas
showing how this spectrum is modified for an ampli-
tude of 4 volts; i.e., for a 10-V step the line shown

should be raised 20 dB. By changing the ordinate
dimensions to dB (uA/MH?z), the same figure can be
used for a current step.

An actual switch and circuit differs from the ideal
prototype in that the current or voltage is not im-
mediately initiated or interrupted due to imperfect
switching action, or because the circuit in which the
contact is placed may have reactive or unmatched
loads. Frequently the equivalent load or the connect-
ing transmission line may be considered to contain an
equivalent series inductance.

On closing such a circuit, the voltage w(t) across the
load resistor rises exponentially according to the rela-
tion

)=Vl —exp(— 1],V (3-36)
where
T=L/R,s
L = inductance, H
R = resistance,
V = final voltage, V
t = time,s
The spectrum amplitude is given by the expression

14

SU) = ey Vs (3-37)
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